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Abstract 

Digital transformation changes how an enterprise creates, delivers, coordinates and captures value; technology innovation 
changes the capabilities on which that transformation can be built. This chapter integrates both problems without reducing 
either to software adoption. It distinguishes digitization, digitalization and enterprise transformation; develops digital 
strategy, maturity, operating models, cloud and API architecture, platforms, ecosystems, data governance, automation, 
artificial intelligence and generative AI; and then connects technology lifecycles, R&D portfolios, product development, open 
innovation, diffusion, commercialization, intellectual property and technology transfer. African evidence is central through 
Rwanda's IremboGov platform, continental connectivity and innovation data, and emerging AI-policy institutions, while Adobe 
provides a comparative global case of cloud, subscription and AI-era strategic renewal. Worked tools address value realization, 
platform economics, R&D portfolio choice, adoption and cyber risk. Christian moral reasoning treats technology as a servant of 
human flourishing, requiring truth, dignity, agency, meaningful work, privacy, security, accountability and moral limits on 
automation, surveillance and technologically enabled power. 

Keywords: digital transformation; technology innovation; digital platforms; artificial intelligence; research and development; 

innovation management; intellectual property; cybersecurity; African digital economy; technology ethics 

Learning Outcomes 

Table 20.1. Learning outcomes for Chapter 20. 

No. Learning outcome 

1 
Distinguish digitization, digitalization, digital transformation, digital innovation and technology innovation, and diagnose when a proposed initiative 

changes only a medium, an existing process, or the enterprise value logic itself. 

2 
Construct a digital-transformation thesis that links purpose, customer or public value, strategic priorities, capabilities, operating-model changes, 

technology architecture, governance, measurable benefits and explicit stopping conditions. 

3 
Assess digital maturity across strategy, customer experience, operations, data, technology architecture, people, governance and resilience without 

treating a maturity score as a universal sequence or proof of performance. 

4 
Design and govern a transformation portfolio using baseline metrics, benefits maps, dependency logic, stage gates, option value, total cost of 

ownership, adoption evidence, benefit realization and post-implementation learning. 

5 
Explain the strategic roles and limitations of cloud computing, APIs, modular architectures, automation and interoperability, and analyze technical 

debt, vendor lock-in, cyber risk and architectural dependence. 

6 
Analyze digital business models, platforms and ecosystems using same-side and cross-side network effects, multi-homing, complementarity, 

governance, pricing, data access, trust, contestability and the possibility of negative network effects. 

7 
Design a data-governance architecture that assigns ownership, quality, lineage, access, retention, privacy, security and decision rights, distinguishing 

the ability to collect data from a legitimate purpose for using it. 

8 
Evaluate AI, machine learning and generative AI as organizational technologies by specifying the task, baseline, evidence, failure modes, human role, 

validation, monitoring, security, provenance, contestability and retirement conditions without duplicating the analytical methods of Chapter 5. 

9 

Compare technology lifecycle, S-curve, sustaining and disruptive innovation, architectural innovation, technology 

forecasting and technology roadmapping perspectives, explaining what each can reveal and why none should be used 

as a deterministic forecast. 

10 
Build an innovation and R&D portfolio that balances exploration and exploitation, incremental and more uncertain options, strategic fit, learning, 

technical probability, commercial probability, resource constraints and responsible termination. 

11 
Design a disciplined new-product and technology-development process combining discovery, experimentation, engineering validation, stage-gate 

governance, agile iteration, quality assurance and commercialization evidence. 

12 
Evaluate open innovation, alliances, university-industry collaboration, crowdsourcing, standards and innovation ecosystems through knowledge 

access, absorptive capacity, appropriation, governance, transaction costs and dependency risks. 

13 
Apply Rogers, Bass, TAM and UTAUT reasoning to adoption and diffusion while distinguishing individual acceptance, organizational adoption, market 

diffusion and successful value realization. 

14 
Select among patents, copyright, trademarks, trade secrets, contracts, standards, licensing and complementary assets as an appropriability system, 

and structure technology transfer without assuming that patent ownership guarantees commercial value. 

15 
Design cybersecurity and digital-resilience governance around identification, protection, detection, response, recovery, continuity, supplier risk, 

incident learning and accountable executive oversight. 

16 
Analyze African digital transformation through connectivity, compute, context, competency, institutions, affordability, local capability, digital 

sovereignty and cross-border interoperability, avoiding both technological deficit narratives and uncritical techno-optimism. 

17 
Interpret current AI, privacy, intellectual-property and digital-governance frameworks as relevant institutional constraints while distinguishing legal 

compliance, voluntary standards, policy aspiration and independent moral judgment. 
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No. Learning outcome 

18 
Apply Christian moral reasoning alongside consequentialist, deontological, rights-based, justice, virtue, care and capability perspectives to 

automation, surveillance, data extraction, AI-mediated work, exclusion, cyber responsibility and technology power, and use the Technology 

Transformation and Innovation Stewardship Protocol to defend a responsible course of action. 

 

Concept Map and Chapter Roadmap 

 
Figure 20.1. Digital transformation and technology innovation as a value-to-stewardship system. 

Source/Note: Author’s synthesis integrating digital-transformation, platform, innovation-management, appropriability, governance and moral-reasoning 

perspectives. 

Chapter 19 ended with the public rules, diplomatic bargaining and geoeconomic power that condition cross-border enterprise. 
Chapter 20 changes the unit of analysis from the external rule system to the enterprise's technological capacity. Export 
controls, digital-trade rules, data regulation and intellectual-property law matter here because firms must decide what 
technology to build, buy, combine, govern and commercialize within those constraints. The chapter therefore begins with 
enterprise transformation, moves through digital architecture and business models, develops the management of technology 
and innovation, and ends with the responsibilities that accompany technologically enabled power. This hand-off preserves the 
distinction established in Chapter 19: law and geopolitical conditions can permit, constrain or reshape technological 
deployment, but they do not themselves determine whether an enterprise has the capabilities, operating model or moral 
legitimacy to transform. 

The chapter is deliberately cumulative. Chapter 5 owns statistical and predictive methods, model evaluation, optimization and 
decision intelligence; Chapter 20 uses AI as an organizational and technological capability without reteaching those analytical 
techniques. Chapter 11 owns detailed process, ERP, IoT and supply-chain execution; the present chapter asks how technology 
portfolios reconfigure those systems. Chapter 12 owns general strategy and dynamic capabilities; here those ideas are applied 
specifically to technological architecture and innovation. Chapter 7 owns talent and knowledge systems, while Chapter 13 
owns the book-wide ethics and governance architecture. Chapter 21 will own climate, circularity, ESG and sustainable trade. 
These boundaries keep the chapter comprehensive within its assigned intellectual territory rather than comprehensive by 
repetition. 

SCOPE BOUNDARY | Chapter 20 owns technology-enabled enterprise transformation and innovation systems: digital strategy 

and maturity, digital architecture, platforms and ecosystems, AI as an organizational technology, technology lifecycles and 

roadmaps, innovation and R&D portfolios, new-product development, open innovation, adoption and commercialization, 

intellectual-property strategy, cybersecurity, data governance, digital resilience and technology-specific moral judgment. 

Analytics models remain in Chapter 5; operational process mechanics in Chapter 11; general strategy in Chapter 12; foundational 

governance in Chapter 13; trade-law doctrine in Chapter 19; and sustainability strategy in Chapter 21. 

 

Table 20.2. Chapter architecture and scope control. 

Editorial design 

question 
Chapter 20 answer 

Approved purpose 
Combine enterprise transformation and innovation management while distinguishing digital adoption from the broader management 

of technology, R&D, intellectual property and commercialization. 
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Editorial design 

question 
Chapter 20 answer 

Primary course 

alignment 
Digital Transformation and Innovation; Technology and Innovations Management. 

Immediate 

prerequisites 

Decision intelligence from Chapter 5; leadership and capability from Chapters 6-7; entrepreneurship from Chapter 8; operations from 

Chapter 11; strategy from Chapter 12; ethics and governance from Chapter 13; global strategy and technology-related statecraft from 

Chapters 15 and 19. 

Principal duplication 

risks 

Re-teaching machine-learning methods from Chapter 5; ERP/process mechanics from Chapter 11; generic dynamic-capability or 

strategy theory from Chapter 12; employment systems from Chapter 7; full governance theory from Chapter 13; IP treaty doctrine and 

export controls from Chapter 19; or climate and ESG systems from Chapter 21. 

Major theory 

streams 

Digital transformation and digital business strategy; platform and ecosystem economics; modularity and digital innovation; 

exploration-exploitation; product/process and architectural innovation; disruptive innovation; technology lifecycles and 

roadmapping; open innovation; diffusion and user acceptance; appropriability and complementary assets. 

Main evidence 

streams 

Peer-reviewed information-systems, strategy and innovation research; firm filings and operational evidence; WIPO innovation and 

patent data; ITU/GSMA connectivity evidence; World Bank AI-readiness evidence; national and continental digital/AI policies; privacy 

law; NIST risk frameworks; current regulatory implementation. 

African analytical 

core 
IremboGov and IremboPay in Rwanda; Rwanda AI and data-governance institutions; African connectivity and usage gaps; regional 

innovation systems; continental AI policy and the challenge of local compute, data, skills and commercially relevant innovation. 

Global comparison 
Adobe’s recurring-revenue, cloud and AI-centered renewal; global AI adoption and productivity evidence; EU AI transparency 

obligations as an example of extraterritorial market regulation. 

Quantitative 

applications 
Transformation benefit realization; total-cost and dependency analysis; platform unit economics; R&D expected commercial value; 

Bass diffusion logic; technology S-curves; cyber annualized-loss reasoning; adoption and portfolio metrics. 

Core moral questions 
When does automation serve rather than displace human agency? What data uses are legitimate even when lawful? When does 

personalization become surveillance? Who bears technology failure? How should firms balance innovation speed with safety, dignity, 

meaningful work, truthful disclosure, local capability and freedom of conscience? 

 

Opening Case: IremboGov and the Difference Between Putting a Form Online 

and Transforming a Public Service 

A digital transformation can begin with something deceptively simple: a paper form becomes an online form. The change may 
reduce travel and queues, but it can also reproduce the same fragmented approvals, unclear requirements, cash-handling risks 
and back-office delays behind a new screen. Rwanda's IremboGov illustrates why technology leaders must distinguish 
digitization from transformation. Irembo reports that by July 2025 the platform had digitized 248 services from nearly 40 
public institutions. For three high-volume civil-status certificates, the number delivered rose from 683,560 in 2020 to 
1,977,628 in 2024, while the company reported that 70% were issued within an hour in 2024 compared with 61% in 2020. 
Those are company-reported operating outcomes, not independent causal estimates, but they reveal a system that had moved 
well beyond simply scanning forms (Irembo, 2025). 

The architecture behind adoption matters as much as the number of services. Irembo's public descriptions emphasize sector-
level agent support, payment choices and access through interfaces that do not assume every citizen has a high-end device or 
stable broadband. That design is commercially and institutionally important in a continent where mobile coverage is far wider 
than effective use. GSMA reported 416 million mobile-internet users in Africa in 2025, equivalent to 28% penetration, while 
960 million people lived within network coverage but did not use mobile internet. ITU separately estimated average internet 
use in Africa at 36% in 2025. The gap is not explained by network existence alone; devices, affordability, skills, electricity, 
relevant services, trust and accessibility all shape actual use (GSMA, 2025; International Telecommunication Union [ITU], 
2025). 

The platform's expansion into payment collection shows another dimension of transformation. Irembo reported that its 
health-sector IremboPay rollout moved from 1,863 transactions in July 2025 to 839,994 transactions across 248 health 
facilities in the first half of 2026, with RWF 811 million processed during that period. As of 16 June 2026, 333 facilities had 
been onboarded and 255 had already collected through the system (Irembo, 2026). Again, these figures are firm-reported and 
should not be treated as an independent assessment of health-system efficiency. What they demonstrate is a scaling problem: 
identity, payments, reconciliation, roles, audit trails, service availability, data protection, support and exception handling must 
work as an integrated operating model. A payment interface that collects reliably but cannot reconcile, recover from outages 
or protect personal data is not a successful transformation. 

The case therefore raises the chapter's governing question: what must change for digital technology to become a durable 
organizational capability rather than a visible technology project? The answer cannot be 'more software.' An enterprise must 
clarify the value to be created, redesign processes and decision rights, establish interoperable architecture, make data 
trustworthy, build human capability, govern vendors and intellectual property, manage cybersecurity, measure benefits rather 
than activity, and stop or redesign initiatives that do not create sufficient value. Where AI is introduced, the problem becomes 
sharper because probabilistic systems can produce fluent errors, automate decisions at scale and obscure responsibility. The 
transformation challenge is thus simultaneously strategic, architectural, economic, organizational and moral. 
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EVIDENCE CHECK | Digital service counts are activity measures, not proof of transformation. A defensible evaluation asks 

whether service completion, cost, waiting time, reliability, access, user error, staff workload, fraud, data quality, redress and 

public value improved, for whom, relative to a credible baseline. Technology can move a bottleneck from the front office to the 

back office without eliminating it. 

 

20.1 Digitization, Digitalization, Digital Transformation and Technology 

Innovation 

The vocabulary of digital change is often blurred, and that confusion produces poor governance. Digitization is the conversion 
of information from an analog or non-machine-readable form into digital data. Scanning an invoice, converting a paper register 
into a database or capturing a signature electronically are digitization. Digitalization uses digital technologies to improve or 
reconfigure an existing activity or process. An automated invoice-matching workflow, a self-service customer portal or a 
digitally coordinated dispatch process can reduce delay and error without changing the enterprise's underlying value 
proposition. Digital transformation is broader: digital technologies contribute to significant changes in how the organization 
creates, delivers or captures value and therefore require corresponding changes in structures, capabilities, relationships, 
metrics and governance. Verhoef et al. (2021) usefully distinguish these stages, while Vial's (2019) synthesis emphasizes 
transformation as an organizational response to digital disruption that alters value-creation paths and generates both positive 
and negative outcomes. 

Technology innovation is related but not identical. The OECD/Eurostat Oslo Manual defines innovation around a new or 
improved product or process that differs significantly from the unit's prior offerings or processes and has actually been made 
available or brought into use. This implementation criterion separates innovation from invention and R&D activity. 
Technology innovation may therefore occur without enterprise-wide digital transformation, as when a manufacturer 
commercializes a new material or sensor while its business model remains stable. Conversely, an enterprise may transform 
through the recombination of mature technologies rather than through a frontier invention. A bank that redesigns distribution 
around mobile interfaces, APIs, remote identity, cloud infrastructure and agent networks can transform substantially even if it 
invented none of those components. Good technology management therefore asks two separate questions: what technological 
capability is new or improving, and what organizational value system must change to use it well? (OECD/Eurostat, 2018). 

Digital innovation is the creation and implementation of new or significantly improved products, services, processes or 
business-model arrangements whose novelty depends materially on digital components and their recombination. The concept 
is therefore narrower than technology innovation, which also includes non-digital technologies, yet broader than routine 
digitalization because it involves a genuinely new or significantly improved offering or way of organizing value. Digital 
innovation may remain local to one product or process, or it may become an engine of enterprise-wide digital transformation 
when it changes the wider value logic, operating model or ecosystem. This distinction is important because digitally enabled 
novelty does not automatically amount to organizational transformation, and transformation can occur through the 
disciplined recombination of technologies that are not themselves novel (Yoo et al., 2010; Nambisan et al., 2017). 

 
Figure 20.2. From digital conversion to enterprise transformation and technology innovation. 

Source/Note: Author’s synthesis, informed by Vial (2019), Verhoef et al. (2021) and OECD/Eurostat (2018). 
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Table 20.3. Five distinct forms of technology-enabled change. 

Form Primary object of change Illustrative question Common governance error 

Digitization Information representation 
Can this paper, image, signal or record be 

captured digitally? 
Treating data conversion as evidence that 

the process or service improved. 

Digitalization Existing activity or process 
Can digital tools reduce friction, cost, delay 

or error in the current workflow? 
Automating a bad process before removing 

unnecessary steps. 

Digital transformation 
Enterprise value logic and 

operating system 

What must change in value proposition, 

process, architecture, roles, metrics and 

governance? 

Buying visible technology without 

redesigning complementary capabilities. 

Digital innovation 
Digitally enabled product, service, 

process or business-model novelty 

What new or significantly improved value 

becomes possible because digital 

components can be reprogrammed, 

connected or recombined? 

Treating every software feature as 

innovation or assuming a local digital 

innovation automatically constitutes 

enterprise transformation. 

Technology innovation 
Technological product, process or 

capability 

What novel or significantly improved 

capability can be implemented and 

commercialized? 

Confusing invention, patenting or R&D 

expenditure with implemented innovation. 

 

MANAGERIAL INSIGHT | The transformation unit is not the software application. It is the value-producing system that includes 

people, process, data, technology, partners, customers, controls and incentives. If those elements remain unchanged, the initiative 

may be useful digitalization, but calling it transformation can hide the real work still required. 

 

20.2 Historical and Theoretical Foundations: From IT Alignment to Digital 

Business Strategy 

Early enterprise computing was commonly treated as a support function: information systems automated clerical work, 
processed transactions and supplied managers with information, while business strategy was formulated elsewhere. That 
separation was never complete, but the spread of networked computing, the commercial internet, mobile devices, cloud 
services and digitally instrumented products progressively weakened it. Bharadwaj et al. (2013) argued that digital business 
strategy represents a fusion of business and information-technology strategy because digital infrastructure changes strategic 
scope, scale, speed and sources of value creation. The implication is not that every technology choice belongs in the 
boardroom. It is that architecture, data, platforms and software can become constitutive of the business model rather than 
merely tools serving it. 

Digital technology also changes the architecture of innovation. Yoo et al. (2010) describe digitally enabled products as layered 
modular architectures in which devices, networks, services and content can evolve with partial independence. This 
generativity allows recombination, rapid updates and external complements, but it also creates dependency on interfaces, 
standards and platform owners. Nambisan et al. (2017) similarly argue that digitization alters innovation boundaries, agency 
and the relationship between process and outcome. A product can continue changing after sale through software updates; 
users and complementors can become co-producers; data from use can feed the next design cycle; and a defect in an upstream 
digital component can propagate across many downstream services. Digital innovation is therefore less bounded than a 
conventional product-development pipeline suggests. 

The strategic response is often described through dynamic capabilities, but Chapter 12 already developed the general theory. 
The technology-specific lesson here is narrower. Warner and Wäger's (2019) qualitative study of incumbent firms presents 
digital transformation as ongoing strategic renewal rather than a one-off project. This helps explain why transformation 
programs often disappoint when they are governed as finite installations: technology, customer expectations, attack surfaces, 
regulation and complementary assets continue to move after go-live. A successful architecture must therefore support 
learning and reconfiguration, but 'agility' is not an excuse to avoid controls, documentation or long-horizon investment. The 
useful question is whether the organization can revise its technological commitments faster than the environment changes 
without creating unmanageable instability. 

Recent empirical synthesis supports a contingent rather than deterministic view. Lin's (2025) meta-analysis of 74 primary 
studies found positive associations between digital transformation and several capability and performance outcomes, with 
technology use and dynamic capabilities among important antecedents. Effects varied by measurement method, industry and 
national context. That heterogeneity is theoretically important. A transformation can improve performance when it resolves a 
binding constraint and when complementary capabilities exist; the same investment can waste resources when infrastructure, 
incentives, skills or demand are misdiagnosed. Evidence of an average positive association is therefore a reason to investigate 
mechanisms, not a guarantee that a particular firm's transformation will pay. 
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20.3 Digital Transformation Strategy: From Technology Ambition to a 

Falsifiable Value Thesis 

A digital-transformation strategy should begin with a falsifiable value thesis rather than a technology inventory. The thesis 
states the problem or opportunity, the affected stakeholders, the mechanism through which technology will change an 
outcome, the complementary process and capability changes required, the expected economic or public value, the principal 
risks and the evidence that would cause the organization to revise or stop. This differs from a generic aspiration such as 
'become AI-first.' An AI-first slogan privileges a means before the problem is understood. A defensible thesis might instead 
state that automated document classification and assisted review will reduce average claim cycle time by 30% without 
increasing material error, appeal rates or privacy risk, provided that data quality and exception routing meet predefined 
thresholds. The technology is then one part of a testable causal chain. 

The transformation thesis must connect to the enterprise strategy developed in Chapter 12. Technology can enable cost 
reduction, differentiated experience, new channels, new products, new coordination models, ecosystem participation or 
strategic options. Yet the same initiative can conflict with strategy when it increases fixed cost, creates a dependency on an 
incompatible platform, exposes sensitive data, or standardizes a process that is strategically distinctive. Digital transformation 
is therefore a portfolio of commitments under uncertainty, not a race to adopt every new technology. A mature organization 
can deliberately decide not to digitize a task when the transaction volume is low, the process is unstable, the human 
relationship is central to value, the data required would be disproportionate, or the cyber and continuity consequences 
outweigh plausible benefit. 

20.3.1 Digital maturity as diagnosis, not destiny 

Digital-maturity models typically score capabilities across dimensions such as strategy, customer experience, operations, data, 
technology architecture, people and governance. Their practical value is diagnostic: they make hidden dependencies 
discussable and reveal where a high-profile front-end investment rests on weak data, brittle integration or unclear ownership. 
Their danger is false linearity. Not every organization needs to become 'level five' on every dimension, and maturity does not 
automatically cause superior performance. A small exporter may rationally use managed cloud services rather than build 
sophisticated internal infrastructure. A public agency may require higher identity assurance and auditability than a low-risk 
consumer application even if that reduces speed. Maturity should therefore be defined relative to strategy, risk and scale 
rather than as imitation of digital-native firms. 

Table 20.4. A strategy-relative digital maturity diagnostic. 

Dimension Diagnostic question Evidence of adequacy Warning signal 

Purpose and 

strategy 
Which value mechanism is technology 

intended to change? 
Named strategic outcome, baseline, owner 

and decision rule. 
Technology roadmap exists without a 

business or public-value thesis. 

Customer/user 
Can intended users complete the journey 

reliably and accessibly? 
Completion, error, abandonment, service-

recovery and inclusion evidence. 

Usage is reported without 

denominator, task completion or 

excluded users. 

Operations 
Can back-office processes absorb digital 

demand and exceptions? 
Cycle time, first-time-right rate, capacity and 

exception ownership. 
Front-end speed creates queues 

elsewhere. 

Data 
Are key data fit, traceable and lawfully 

usable? 
Defined owners, quality rules, lineage, 

retention and access controls. 

AI or automation depends on 

undocumented spreadsheets or 

uncontrolled copies. 

Architecture 
Can systems interoperate, change and 

recover within acceptable bounds? 

Documented interfaces, modularity, 

dependency map, observability and tested 

recovery. 

Point-to-point integrations and 

unsupported legacy components 

proliferate. 

People 
Do roles, skills and incentives fit the new 

operating model? 
Role redesign, training evidence, user 

competence and accountable human review. 

Employees are expected to absorb 

new work while old responsibilities 

remain. 

Governance 
Are decision rights, benefits, risks and 

exceptions owned? 
Portfolio gates, architecture review, 

data/cyber ownership and escalation. 

Nobody can stop a failing program 

because sponsorship is political or 

reputational. 

Resilience 
Can essential services continue or recover 

after failure or attack? 

Tested continuity, supplier alternatives, 

backups, incident drills and recovery 

objectives. 

Availability claims rely entirely on 

vendor marketing or untested plans. 

 

20.4 Transformation Portfolios, Value Realization and the Economics of Digital 

Change 

Digital transformation consumes scarce capital, managerial attention and organizational tolerance for change. The portfolio 
should therefore distinguish mandatory infrastructure, risk reduction, efficiency improvement, customer growth, strategic-



 
ACROSS MARKETS AND BORDERS CHAPTER 20 

OPEN CHRISTIAN PRESS  |  9 

option creation and exploratory innovation. These categories should not be forced into one financial hurdle because their 
benefit distributions differ. A cybersecurity identity upgrade may create value mainly by reducing expected loss; an e-
commerce channel may create incremental contribution and data; an experimental AI assistant may create learning whose 
option value matters before direct revenue appears. The governance task is to make the value logic explicit enough that unlike 
projects can still be compared transparently. 

At a minimum, value realization should separate one-time investment, recurring run cost, measurable benefit and risk 
adjustment. For a simple annual planning horizon, an initiative's expected operating value can be expressed as: Expected 
annual operating value = incremental contribution + avoidable cost reduction + expected risk-loss reduction - 
recurring technology and control cost. This is not a substitute for the discounted-cash-flow methods of Chapter 18. It is a 
discipline for revealing what the business case assumes. If a program claims RWF 500 million of annual benefit because 50 
staff roles could theoretically be saved, but no roles, overtime, outsourcing contracts or capacity requirements actually change, 
the claimed 'saving' is not a realized cash benefit. It may be a capacity release whose value requires a different measure. 

Total cost of ownership (TCO) widens this view from the purchase price to the full lifecycle cost of the technological 
commitment. For practical comparison, TCO should include acquisition or subscription charges, implementation and 
integration, data migration, cloud or compute consumption, security and compliance controls, training and change, internal 
support, vendor management, expected transition disruption, upgrades, switching or data-egress costs, and eventual 
retirement or migration. A simplified expression is TCO = acquisition + implementation + integration + migration + recurring 
operation and control + change/support + switching/exit + retirement costs over the chosen horizon. The purpose is not false 
precision; it is to prevent a low initial quote from concealing expensive dependencies or to prevent an internally built system 
from appearing 'free' because scarce engineering, control and maintenance capacity are omitted. TCO should be assessed 
alongside value, strategic optionality and risk rather than minimized mechanically. 

WORKED EXAMPLE | A service platform expects 120,000 additional annual transactions. Incremental contribution is RWF 900 

per transaction, yielding RWF 108 million. Automation is expected to avoid RWF 38 million of external processing cost and reduce 

expected fraud loss by RWF 12 million. Recurring cloud, support, monitoring and security cost is RWF 47 million. Expected annual 

operating value is therefore 108 + 38 + 12 - 47 = RWF 111 million before taxes and financing. If adoption reaches only 60% of 

forecast volume, the transaction contribution falls to RWF 64.8 million and annual operating value to RWF 67.8 million. The 

decision should therefore identify adoption as a monitored value driver rather than treating the original business case as a 

promise. 

 

Benefits maps improve discipline by linking an enabling technology to intermediate changes and final outcomes. An API 
gateway does not create revenue by itself; it may shorten partner integration time, which can increase the number of active 
partners, which can improve assortment or transaction volume, which can create contribution. Each arrow in that chain can 
fail. A transformation portfolio should therefore assign leading indicators to assumptions and lagging indicators to realized 
outcomes. Common leading indicators include integration time, active-user adoption, automation straight-through rate, data-
quality error, deployment frequency and training completion. Common lagging indicators include contribution, cost-to-serve, 
cycle time, reliability, customer retention, fraud loss and working-capital effects. The discipline is to measure only what can 
change a decision, not to manufacture a dashboard of activity. 

Table 20.5. Transformation portfolio gates and evidence. 

Gate Decision question Minimum evidence Possible decision 

0. Problem 
Is there a material problem or opportunity 

worth solving? 
Baseline, stakeholder need, current process, 

constraint and strategic relevance. 
Reject; reframe; investigate. 

1. Option 
Is technology a plausible mechanism and 

are non-technology alternatives weaker? 
Alternative comparison, architecture feasibility, 

initial risk and dependency scan. 
Prototype; buy; partner; redesign; 

stop. 

2. Experiment 
Does a limited implementation improve the 

target mechanism? 
Predefined success threshold, user evidence, 

technical performance, failure modes. 
Scale cautiously; iterate; abandon. 

3. Scale 
Can value survive real volume, exceptions 

and organizational adoption? 
Capacity, security, controls, adoption, support, unit 

economics and recovery tests. 
Scale; stage; constrain; roll back. 

4. Realize 
Are benefits actually appearing and 

attributable enough for management? 
Outcome metrics, costs, control performance, 

variance from business case. 
Continue; optimize; re-scope; stop. 

5. Renew/retire 
Does the system remain valuable, 

supportable and responsible? 
Technical debt, vendor status, risk, user need, 

regulation, alternative architecture. 
Renew; migrate; decommission; 

archive. 

 

20.5 Digital Operating Models, Cloud, APIs, Modularity and Technical Debt 

A digital operating model is the organizational arrangement through which digital capabilities are funded, built, governed, 
released and continuously operated. It connects product or service ownership, platform and architecture responsibilities, data 
stewardship, cybersecurity, vendor management, delivery cadence and benefit accountability. Technology-specific operating 
models often combine durable product or platform teams with cross-functional business expertise rather than dissolving 
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teams after a one-time project. The design choice is not simply 'centralized or decentralized.' Centralized platform, security 
and architecture capabilities can create reuse and control, while federated domain teams can preserve customer and process 
knowledge and move faster at the edge. The appropriate balance depends on scale, regulation, architecture maturity and the 
cost of inconsistent local decisions. Product ownership without real decision rights becomes ceremonial, while decentralized 
speed without common interfaces, identity, data and security standards produces fragmentation. The operating model should 
therefore make explicit who may decide, who funds shared capabilities, who owns lifecycle risk and how local 
experimentation is reconciled with enterprise-wide architecture (Bharadwaj et al., 2013; Vial, 2019). 

Transformation becomes operational through architecture. Architecture is the set of structural choices that determine how 
applications, data, interfaces, infrastructure and security responsibilities fit together. It is strategic because it influences speed, 
reliability, substitutability and bargaining power. A tightly coupled system can optimize a stable workflow but make later 
change expensive. A modular system can isolate components and support reuse, but excessive fragmentation creates 
coordination, observability and cyber complexity. The central architectural question is therefore not 'microservices or 
monolith?' but which boundaries should be stable, which should be replaceable, and where the organization needs explicit 
control over data, interfaces and failure domains. 

Cloud computing changes the economics of computing by making infrastructure, platforms and software available as metered 
or subscription services and by shifting some capital, operations and specialist capability to providers. For smaller African 
firms and public institutions, managed cloud services can overcome local shortages of data-center scale and specialist talent. 
The trade-off is dependency. Cloud adoption can create data-location issues, egress costs, proprietary service dependence, 
concentration risk and exposure to provider outages or geopolitical restrictions. Multi-cloud rhetoric does not automatically 
solve these problems; running portable systems across several clouds can itself be costly. A sound architecture documents 
which workloads require portability, what data must remain recoverable independently, which provider services are difficult 
to substitute and how exit would occur. 

Application programming interfaces, or APIs, allow software components and organizations to exchange functions or data 
through defined interfaces. They can turn internal capabilities such as identity verification, payment initiation or inventory 
availability into reusable building blocks. APIs also create governance questions: who may call the interface, for what purpose, 
at what rate, under which authentication method, with what version compatibility and with whose liability when a 
dependency fails? An API strategy without lifecycle management can create a hidden contract burden as dozens of external 
partners depend on behavior that the enterprise later wants to change. Stable interface governance is thus a commercial 
commitment as well as a technical design choice. 

Technical debt describes future cost and constraint created when a system is built or changed in ways that are faster now but 
harder to maintain later. Some debt is rational. A time-critical experiment may use a temporary integration because 
uncertainty is high. The error is failing to record the debt, price its consequences or set a repayment trigger. Technical debt 
becomes strategically dangerous when it lengthens every release, hides security vulnerabilities, concentrates knowledge in a 
few individuals or makes a legacy vendor effectively irreplaceable. A transformation portfolio should therefore track not only 
feature delivery but also architecture health, unsupported components, code and configuration ownership, test coverage, 
observability and critical skills concentration. 

Table 20.6. Digital architecture choices and strategic trade-offs. 

Element Value potential Principal risk Governance question 

Cloud infrastructure Elasticity, managed capability, faster 

provisioning, geographic reach. 
Provider concentration, egress cost, data 

location, outage and lock-in. 
Which workloads require portability, 

independent backup or jurisdictional controls? 

APIs 
Reuse, partner integration, modularity, 

ecosystem participation. 
Unauthorized access, breaking changes, 

dependency proliferation. 
Who owns interface policy, identity, rate limits, 

versioning and deprecation? 

Automation/RPA Speed, consistency, capacity, reduced 

manual handoffs. 
Automating flawed rules, brittle scripts, 

invisible exceptions. 
Which exceptions must remain visible and who 

owns failure recovery? 

Low-code/no-code Faster local experimentation and citizen 

development. 
Shadow IT, weak lifecycle control, data 

leakage, vendor dependency. 
Which uses are permitted and how are critical 

applications reviewed and supported? 

Open-source components Access, transparency, interoperability, 

community innovation. 
Supply-chain vulnerabilities, license 

obligations, abandoned dependencies. 

How are provenance, maintenance, 

vulnerabilities and license compatibility 

governed? 

Proprietary platforms Integrated capabilities, support, faster 

deployment. 
Lock-in, price changes, limited 

transparency, roadmap dependence. 
What exit rights, data portability and service-level 

protections are necessary? 

 

20.6 Digital Business Models, Platforms, Ecosystems and Network Effects 

A digital business model specifies how an enterprise uses digital resources, interactions and governance to create and capture 
value. It may monetize subscriptions, transactions, advertising, usage, data-enabled services, licensing, complements or 
combinations of these. Chapter 12 established the distinction between business model and strategy: a business model 
describes the activity and value logic, while strategy concerns the coherent choices that create a defensible position. The 
technology-specific challenge is that digital resources are often replicable at low marginal cost, recombinable through 
software and capable of scaling across geographies. Those characteristics can create attractive economics, but they can also 
produce intense competition, winner-take-most dynamics, piracy and dependency on dominant infrastructures. 
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Platforms are distinct from ordinary digital channels when they enable interactions among two or more participant groups 
and the value to one group depends partly on participation by another. Rochet and Tirole (2003) formalized two-sided-market 
pricing, showing why the distribution of prices across sides matters, not merely the total price level. A marketplace may 
subsidize buyers to attract sellers, or subsidize developers to increase applications that attract end users. Network effects can 
be same-side, where more users directly increase or decrease value for users on the same side, or cross-side, where 
participation on one side changes value for another. Positive effects can accelerate adoption, but congestion, spam, fraud, low-
quality complements or attention overload can create negative effects. Scale therefore does not remove the need for 
governance. 

 
Figure 20.3. Platform value creation, network effects and governance. 

Source/Note: Author’s synthesis drawing on Rochet and Tirole (2003), Gawer and Cusumano (2014), and Jacobides et al. (2018). 

Platform strategy must also account for multi-homing and switching. If users can participate cheaply on several platforms, a 
large installed base may not protect value capture. If data, identity, reputation or complements are difficult to port, switching 
costs can strengthen retention but may also attract regulatory scrutiny and create moral concerns about lock-in. Governance 
rules over access, ranking, dispute resolution, data visibility, fees and exclusion shape the ecosystem's legitimacy. A platform 
that grows by allowing fraud or counterfeit supply may increase short-run transaction volume while degrading the trust on 
which the network effect depends. Conversely, excessively restrictive rules can suppress complementor innovation. The 
platform owner therefore governs a quasi-market and must recognize that its private rulemaking affects opportunity and 
voice for participants who may have little bargaining power. 

Platform economics should be tested at the transaction and ecosystem levels rather than inferred from user growth alone. A 
simplified contribution expression is: platform contribution = gross transaction value x take rate + subscription, advertising 
and other platform revenue - payment, support, incentive, fraud and other variable ecosystem costs. Suppose a marketplace 
processes RWF 1.2 billion of annual gross merchandise value at a 6% supplier take rate. Gross transaction revenue is RWF 72 
million. If buyer incentives cost RWF 18 million and payment, fraud and incremental support costs total RWF 22 million, 
transaction contribution is RWF 32 million before fixed platform costs. With RWF 24 million of annual platform run cost, the 
resulting operating surplus is only RWF 8 million before tax and central overhead. A decision maker should therefore ask 
whether subsidies improve repeat participation, cross-side liquidity and long-run economics rather than celebrating gross 
merchandise value or registered users. The calculation is deliberately simplified, but it exposes the causal link among 
participation, pricing across sides, variable costs and value capture described in two-sided-market theory (Rochet & Tirole, 
2003). 

Ecosystem research extends the analysis beyond a single platform. Gawer and Cusumano (2014) distinguish company-specific 
and industry-wide platforms, while Jacobides et al. (2018) emphasize ecosystems as multilateral structures built around 
interdependent, non-generically complementary actors. Ecosystem language is useful when no single firm can deliver the 
value proposition independently, but it is often overused. A supplier list is not automatically an ecosystem. The analytical test 
is whether complementarities and coordination requirements create joint value while organizational boundaries remain 
distributed. In such settings, architecture and standards become strategic because they determine which actors can innovate, 
how value is captured, and where bottlenecks or orchestrators emerge. 

Table 20.7. Platform and ecosystem diagnostics. 

Question Why it matters Evidence to examine 

Who are the distinct sides or 

complementors? 
Prevents labeling every website or distribution 

channel a platform. 
Participant roles, transaction flows, complements and 

dependency map. 

What network effect is hypothesized? 
Identifies the causal mechanism behind scale 

claims. 
Cohort behavior, cross-side elasticity, engagement quality, 

congestion or fraud. 
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Question Why it matters Evidence to examine 

Who is subsidized and who pays? 
Pricing may need to balance participation rather 

than maximize margin on each side. 
Acquisition cost, contribution, take rate, price sensitivity 

and switching. 

Can participants multi-home or port 

assets? 
Determines contestability and lock-in. 

Switching cost, identity/reputation/data portability, 

exclusive contracts. 

What does the platform govern? Private rules determine access and quality. 
Admission, ranking, fees, dispute process, removal, 

appeals, API/data rules. 

Where are bottlenecks and complements? 
Value capture may migrate to scarce 

complementary assets. 
Critical infrastructure, standards, distribution, IP, 

compute, payment or trust. 

What failure could reverse the network 

effect? 
Scale can amplify harm as well as value. 

Security incidents, misinformation, poor quality, abuse, 

outages and participant exit. 

 

20.7 Data-Driven Enterprise Models and Data Governance 

Digital transformation converts more activities into data-producing processes, but data volume is not equivalent to knowledge 
or value. Data become economically useful when their meaning, provenance, timeliness and permissions are understood and 
when an organizational process can act on them. Chapter 4 established the statistical foundations of data quality; Chapter 20 
focuses on the governance architecture that keeps data usable across systems and over time. Governance assigns decision 
rights over definitions, ownership, access, quality, retention, sharing and accountability. Without that architecture, a firm can 
create a 'data lake' that is large, expensive and untrustworthy. 

A robust governance model separates several roles. Data owners are accountable for the business meaning and acceptable use 
of a domain. Data stewards maintain definitions, quality rules and issue resolution. Technology teams implement storage, 
interfaces and controls. Privacy and legal functions interpret applicable obligations. Cybersecurity manages protection and 
monitoring. Users remain responsible for complying with purpose and access constraints. These roles should not become 
bureaucracy detached from value. Governance should be strongest where data are sensitive, decision-critical, shared widely, 
retained for long periods or used to automate consequential actions. A low-risk temporary dataset does not require the same 
controls as a longitudinal health, employment, financial or biometric record. 

Privacy is not simply a preference to be traded away whenever data improve prediction. Acquisti et al. (2016) show why 
privacy economics is context-dependent and why information asymmetry complicates meaningful individual choice. People 
may not know what is collected, how datasets will be combined or what downstream inferences will be made. The managerial 
implication is purpose discipline. An organization should be able to explain why a field is collected, which decision or service 
requires it, how long it is retained, who can access it, whether an alternative exists, and what harm could arise from misuse or 
breach. Data minimization can improve security and architecture by reducing what must be protected, not merely satisfy a 
legal requirement. 

Rwanda provides a concrete legal context. Law No. 058/2021 relating to the protection of personal data and privacy 
establishes obligations for processing personal data and applies to electronic and non-electronic processing within its scope. 
The law includes principles concerning lawful and transparent processing, purpose, relevance, accuracy, storage and data-
subject rights. Technology teams should therefore avoid a common design error: building a data architecture first and asking 
whether the planned uses are permissible later. The legal basis, purpose and user-right implications are requirements of 
system design. Cross-border cloud and AI arrangements can add questions about transfer, processors, access, audit and 
incident response that require current specialist legal interpretation rather than a static checklist (Republic of Rwanda, 2021). 

Table 20.8. Data governance as a lifecycle responsibility. 

Lifecycle stage Core governance question Minimum control evidence 

Define What does the data element mean and who owns that 

definition? Data dictionary, domain owner, source and quality rule. 

Collect Why is it necessary and what authorizes collection? 
Purpose, legal/contractual basis, notice/consent where applicable, 

minimization. 

Store Where is it held and how is it protected? Classification, encryption, access, backup, residency and recovery design. 

Use Which decisions or services may use it? 
Approved purposes, role-based access, model/workflow documentation, 

logging. 

Share Who receives it and what can they do with it? Data-sharing agreement, processor/vendor controls, API scope, transfer 

conditions. 

Retain How long is it needed? Retention schedule, litigation/regulatory holds, archival rules. 

Correct/contest Can affected persons or business owners identify and fix 

material errors? 
Correction workflow, provenance, appeal/escalation and audit trail. 

Delete/retire Can copies and derived artifacts be removed or 

decommissioned appropriately? 
Deletion workflow, backup handling, model/data dependencies, evidence of 

completion. 
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20.8 Automation, Workflow Redesign and the Limits of Straight-Through 

Processing 

Automation replaces or augments human execution of specified tasks through software, machines or AI. The economic 
attraction is clear: high-volume, rules-based work can often be completed faster and more consistently, freeing scarce human 
attention for exceptions and judgment. Yet automation should follow process diagnosis, not precede it. A robotic process 
automation script that copies data between poorly integrated systems can be a sensible bridge, but it can also fossilize an 
inefficient workflow. The first design question is whether a task should exist at all; the second is whether rules can be 
simplified; only then should the enterprise decide what to automate. 

Straight-through processing is valuable when inputs are reliable, rules are stable and the cost of an error is low or readily 
reversible. As consequence severity rises, the architecture should introduce proportionate verification, exception thresholds, 
segregation of duties or human review. The optimal human role is not always 'in the loop' on every transaction. Human review 
can become ceremonial when volume is too high, alerts are poorly calibrated or reviewers cannot challenge the system. 
Meaningful oversight requires time, authority, information and a clear decision right. In some settings the better design is 
human-on-the-loop monitoring with sampled quality control; in others a human must make the final decision; in still others 
automation is morally or legally inappropriate. 

Automation also changes work design. If a system captures routine knowledge from experienced staff, less-experienced 
employees may improve quickly, but the organization can simultaneously weaken the opportunities through which future 
experts acquire tacit judgment. Work redesign must therefore consider the learning pipeline, not only current productivity. A 
high-performing automation program asks what people should stop doing, what higher-value tasks they can realistically 
assume, how competencies will be built, and how workload will change during transition. Promising 'augmentation' while 
removing discretion, intensifying monitoring or increasing output targets can reduce human agency even when employment is 
maintained. 

20.9 Artificial Intelligence, Machine Learning and Generative AI as 

Organizational Technologies 

Artificial intelligence is not one technology and should not be governed as though all AI systems have the same failure profile. 
Conventional machine-learning systems can classify, rank, forecast, detect anomalies or optimize within defined tasks; 
generative AI produces new text, images, code, audio or other outputs from learned statistical patterns. Chapter 5 owns the 
technical logic of predictive modeling, classification, thresholds, validation and decision intelligence. The management 
problem here is organizational: where should AI enter a workflow, what evidence justifies its use, what infrastructure and data 
are required, what human role remains, and how will the enterprise know when performance or context has changed enough 
to suspend the system? 

Current adoption is broad but not equivalent to mature value realization. Stanford's 2026 AI Index reported that 
organizational AI adoption reached 88% in 2025 and documented exceptionally rapid diffusion of generative AI, alongside 
continuing gaps between benchmark capability and dependable real-world performance. Those statistics demonstrate 
diffusion and investment, not guaranteed productivity or profitability. Early adoption can be driven by experimentation, 
competitive pressure and inexpensive access before processes, controls or economics are stable. Managers should therefore 
separate use, embedded workflow adoption, measured task improvement, enterprise value and durable advantage rather than 
reporting them as one outcome (Stanford Institute for Human-Centered Artificial Intelligence, 2026). 

Causal workplace evidence shows why task specificity matters. Brynjolfsson et al. (2025), studying 5,172 customer-support 
agents during staggered introduction of a generative-AI assistant, found a 15% average increase in issues resolved per hour, 
with larger gains among less-experienced and lower-skilled workers and more limited gains among top performers. 
Dell'Acqua et al. (2026) found that consultants using AI on tasks inside the system's capability frontier completed 12.2% more 
tasks, worked 25.1% faster and produced higher-quality outputs, while on a deliberately selected task outside the frontier AI 
users were 19 percentage points less likely to reach the correct answer. These studies do not prove that AI raises productivity 
in every occupation. They demonstrate a more useful principle: human-AI performance depends on task structure, user 
expertise, the technology frontier and workflow design. 

EVIDENCE CHECK | A benchmark score, vendor demonstration or general productivity study is not sufficient validation for a 

consequential enterprise use case. The relevant question is whether the specific system, using the intended data and interface, 

improves the target task relative to a realistic baseline under the actual error costs, user population and operating conditions. 

 

20.9.1 From copilots to agents 

AI systems can occupy different positions in a workflow. A copilot proposes outputs while a person retains explicit control; an 
embedded model may automatically rank or route cases; an agent can plan and execute sequences of tool calls with limited 
supervision. Autonomy increases both potential productivity and the space in which failures can propagate. A system 
permitted to draft an email has a different risk boundary from one permitted to send messages, authorize refunds, create 
accounts, modify code or trigger payments. Governance should therefore attach to capabilities and permissions, not marketing 
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labels. The same language model can be low-risk when used for brainstorming and high-risk when connected to privileged 
enterprise tools. 

20.9.2 Build, buy, fine-tune, retrieve or orchestrate 

AI strategy includes an architecture decision about where differentiation actually lies. Building a foundation model requires 
exceptional compute, data and research capability and is unnecessary for most enterprises. Buying a managed model can 
accelerate deployment but creates provider and data dependencies. Fine-tuning can improve style or task behavior but adds 
lifecycle complexity. Retrieval-augmented generation can ground outputs in current enterprise information without changing 
the underlying model, but retrieval quality, permissions and stale documents become part of system risk. Tool orchestration 
can connect models to transactions, making authentication, sandboxing and least privilege central. The correct architecture 
depends on the value at stake, the sensitivity of data, latency, cost, portability, local-language or domain needs, and the 
organization's capacity to validate and operate the system. 

Table 20.9. AI deployment patterns and management implications. 

Pattern Typical value Distinctive risk Required management discipline 

Assistive generation Drafting, summarization, 

translation, coding assistance. 
Fabrication, confidentiality leakage, over-

reliance, attribution errors. 
Human review standards, provenance, sensitive-data 

rules, quality sampling. 

Predictive/ranking 

model 
Prioritization, fraud flags, risk 

scoring, recommendation. 
Bias, drift, threshold harm, proxy variables, 

opacity. 
Validation, subgroup analysis, threshold governance, 

appeal and monitoring. 

Document intelligence Extraction, classification, search and 

retrieval. 
Incorrect extraction, access-control leakage, 

stale or conflicting sources. 
Source provenance, confidence thresholds, retrieval 

permissions, exception routing. 

Conversational interface 
Service, internal knowledge, guided 

workflows. 
False authority, prompt injection, disclosure 

failures, escalation gaps. 
Identity, content boundaries, disclosure, logging, safe 

escalation. 

Agentic workflow Multi-step execution with tools or 

APIs. 
Compounding errors, excessive 

permissions, unintended transactions. 
Sandboxing, least privilege, transaction limits, 

approval gates, rollback. 

Embedded AI product Differentiated customer or 

professional functionality. 
Product liability, reliability, IP, security and 

user-dependence risk. 
Product safety case, lifecycle ownership, disclosure, 

incident and retirement plan. 

 

20.10 Responsible AI Governance: Lifecycle Controls, Accountability and 

Contestability 

Responsible AI becomes operational only when it is translated into decision rights and lifecycle controls. NIST's AI Risk 
Management Framework and its Generative AI Profile offer voluntary structures for identifying and managing AI risk, but no 
framework should be treated as a moral certificate. A firm still has to determine which uses are legitimate, what harms matter 
in its context and who is accountable. Useful governance begins with a use-case inventory that records purpose, owner, 
affected persons, data sources, model/provider, level of autonomy, impact severity, applicable legal requirements, validation 
evidence, monitoring and retirement conditions. An organization cannot govern AI it has not identified, including 
unsanctioned employee use of public tools. 

 
Figure 20.4. Responsible AI deployment as a controlled lifecycle. 

Source/Note: Author’s synthesis, informed by NIST AI RMF and NIST AI 600-1; governance remains context-specific and does not imply that compliance with a 

framework establishes moral legitimacy. 

Validation should test more than average accuracy. For generative systems it can include factuality, task completion, harmful-
content behavior, prompt-injection resistance, sensitive-data leakage, citation integrity and failure under ambiguous 
instructions. For consequential predictive systems, subgroup performance, calibration, threshold effects and error distribution 
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matter. Red-teaming can reveal failure modes, but it should not be confused with a one-time security exercise. The 
organization needs production monitoring for model or data drift, abnormal tool use, incident patterns, user overrides and 
complaints. Where outputs affect rights, livelihood, access to essential services or other serious interests, contestability 
becomes part of design: an affected person should have a meaningful path to correction, explanation or human 
reconsideration proportionate to the consequence. 

Regulation is becoming more operationally specific. In the European Union, Article 50 transparency obligations under the AI 
Act apply from 2 August 2026 for covered providers and deployers, including obligations relevant to direct AI interaction and 
specified AI-generated or manipulated content. The European Commission issued implementation guidance in August 2026. 
Firms serving European markets therefore need current legal analysis because different AI Act obligations apply on different 
timelines and the regime continues to develop. The correct managerial response is not to copy the EU approach globally or 
reject it as foreign regulation. It is to map jurisdiction, product role, risk category and applicable obligations while retaining an 
independent ethical analysis (European Commission, 2026; Regulation (EU) 2024/1689). 

African governance also cannot be reduced to importing external rules. The African Union's Continental Artificial Intelligence 
Strategy, endorsed in 2024, calls for an Africa-centered approach to responsible and equitable AI. Rwanda's 2023 National AI 
Policy identifies skills, compute, trusted data, public-sector adoption, private-sector adoption and practical ethical guidance 
among its priorities. These documents are policy frameworks, not evidence that implementation challenges have been solved. 
They are best treated as strategic institutional signals whose value depends on capacity, local research, private-sector 
incentives, public accountability and whether regulation supports innovation without normalizing surveillance or centralized 
control beyond what is necessary (African Union, 2024; Ministry of ICT and Innovation, 2023). 

20.11 Digital Customer Experience, E-Commerce, Digital Operations and Supply 

Chains: Interfaces Without Duplication 

Digital transformation reaches customers through journeys rather than isolated interfaces. Chapter 10 developed customer 
value, channels and digital marketing; Chapter 16 developed what changes across borders. The technology-management 
question is whether identity, content, catalogues, payments, service records, consent, personalization and support can operate 
as one reliable digital service. A well-designed front end cannot compensate indefinitely for fragmented data and manual 
exceptions. Conversely, a technically elegant system can fail commercially when onboarding is confusing, accessibility is poor 
or customers do not trust the channel. Experience metrics therefore need both behavioral evidence, such as completion and 
abandonment, and operational evidence, such as fulfillment accuracy, resolution time and recovery after failure. 

E-commerce is similarly an operating system rather than a website. Order capture must connect to inventory truth, pricing, 
payment authorization, fraud control, fulfillment, delivery, returns, customer support and accounting. Platform integration 
through APIs can shorten the path, but it can also create dependence on marketplaces, payment processors and logistics 
intermediaries. Technology leaders should map where customer identity and data reside, who owns the relationship, which 
party can change fees or ranking rules, and whether the enterprise can continue serving customers if a dominant platform 
suspends access. These are architecture and strategic-dependence questions; detailed marketing economics and logistics 
execution remain in Chapters 10, 11 and 16. 

Digital operations and supply chains add sensors, machine data, planning systems, automation and visibility tools to physical 
processes. Chapter 11 already taught ERP, WMS, TMS, IoT, control towers and digital twins as operational tools. Chapter 20 
asks a different question: when should such technologies become part of a transformation architecture and how should they 
be governed over their lifecycle? A digital twin, for example, creates value only if its representation is sufficiently accurate for a 
defined decision and if sensor, model and maintenance responsibilities are clear. The mere presence of real-time data can 
create false confidence when measurement is incomplete or when users do not understand what the model excludes. 

20.12 Technology Lifecycles, S-Curves, Discontinuities, Forecasting and Roadmapping 

Technology strategy requires reasoning about trajectories rather than only current performance. The S-curve is a useful 
heuristic: early effort may produce slow gains while the technology is immature, a period of rapid improvement may follow as 
knowledge accumulates, and later returns may diminish as physical or architectural limits are approached. Managers use such 
curves to compare an incumbent technology with a potential substitute, but the curve is not a law. Performance dimensions 
can change, complementary technologies can remove apparent limits, and measurement choices can make a trajectory look 
smoother than it is. The responsible use of an S-curve is therefore to structure questions about bottlenecks and substitution, 
not to forecast a date when one technology will inevitably displace another. 
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Figure 20.5. Technology S-curve: a heuristic, not a forecast. 

Source/Note: Author’s synthesis of technology-lifecycle reasoning. The figure is illustrative rather than an estimated empirical curve. 

Utterback and Abernathy (1975) linked patterns of product and process innovation to stages of technological and production 
development, while Henderson and Clark (1990) showed that apparently modest changes can be disruptive to incumbents 
when they alter the architecture linking familiar components. This is a crucial correction to the simple radical-versus-
incremental distinction. A firm can possess deep component expertise and still fail when the system architecture changes 
because knowledge, communication channels and performance metrics are organized around the old interfaces. Digital 
transformation intensifies this problem: cloud-native architecture, API-based distribution or AI-assisted work can change 
relationships among components even when many underlying capabilities remain familiar. 

Disruptive innovation is another concept frequently misused. Christensen et al. (2015) emphasize that disruption theory does 
not mean any technology that is dramatic, successful or damaging to incumbents. Classic disruption begins in overlooked low-
end or new-market footholds and improves over time until it becomes competitive for mainstream customers. A high-end 
entrant with superior performance from the start may be strategically important without being disruptive in this technical 
sense. Mislabeling every innovation 'disruptive' prevents managers from diagnosing the actual mechanism. The correct 
response to an architectural discontinuity, a platform shift, a regulatory shock and a low-end disruption may be different. 

Sustaining innovation follows a different mechanism. It improves performance along dimensions already valued by 
established or mainstream customers and can be either incremental or technologically radical. A sustaining innovation may 
therefore be strategically consequential without being disruptive in the Christensen sense. The distinction matters because an 
incumbent facing a sustaining improvement can often respond through its existing customer relationships and capability 
system, whereas a classic low-end or new-market disruption can initially look unattractive under the incumbent's established 
metrics. Managers should diagnose the trajectory, customer basis and business-model mechanism rather than use “disruption” 
as a synonym for importance (Christensen et al., 2015). 

20.12.1 Technology roadmapping 

Technology roadmapping links market or mission needs, products or services, capabilities and technologies across time. Phaal 
et al. (2004) describe roadmapping as a flexible planning method that makes those relationships visible. A useful roadmap 
does not merely list vendor releases. It identifies what performance or customer problem must improve, which capabilities are 
required, which technology options may enable them, what dependencies or standards must mature and where decision 
points occur. Roadmaps should include alternative paths because uncertainty is often the most important fact. If a roadmap 
contains only one predetermined technology path, it is closer to a procurement schedule than a strategic roadmap. 

20.12.2 Technology forecasting and readiness under uncertainty 

Technology forecasting is best treated as structured evidence about possible technological trajectories rather than as a 
promise to predict a single future. Technology futures analysis includes complementary approaches such as expert elicitation 
and Delphi processes, trend and learning-curve analysis, bibliometrics and patent landscaping, technology monitoring, 
scenarios, roadmapping and cross-impact reasoning. Quantitative signals can reveal acceleration, concentration or emerging 
combinations, while expert methods can surface tacit engineering constraints and discontinuities that historical data do not 
contain. Porter et al. (2004) therefore argue for combining methods rather than allowing one technique to masquerade as 
certainty. In practice, a forecast should state its horizon, unit of analysis, performance dimension, evidence base, structural 
assumptions and confidence limits, and it should name the observations that would cause the organization to revise the view. 

Readiness must also be separated into dimensions. Technical readiness asks whether the technology can perform under 
relevant conditions; integration readiness asks whether architecture, data, safety and operations can absorb it; market 
readiness asks whether users, complements, channels and economics support adoption; and institutional readiness asks 
whether law, standards, infrastructure and legitimacy permit responsible scale. Technology-readiness levels can help 
communicate engineering maturity, but they do not prove commercial viability, cybersecurity, user acceptance or moral 
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legitimacy. Patent counts likewise describe inventive and strategic filing activity, not inevitable market leadership. The 
disciplined decision is therefore to pair forecasting with staged commitments, alternative pathways and explicit signposts so 
that capital can increase as uncertainty genuinely falls rather than because a fashionable narrative becomes louder. 

Table 20.10. Comparing major technology-change lenses. 

Lens What it explains well Key limitation Use in practice 

S-curve 
Changing returns to improvement and 

possible maturity. 
Performance dimension and curve shape 

are often chosen after the fact. 
Compare trajectories and identify 

technical bottlenecks. 

Product-process lifecycle 
Changing emphasis between product and 

process innovation. 

Industry patterns vary and digital 

services may not follow classic 

manufacturing sequence. 

Align innovation emphasis with 

technological and production maturity. 

Architectural innovation 
Why incumbents can struggle when 

linkages among familiar components 

change. 
Does not predict every market outcome. 

Map component knowledge, interfaces 

and organizational communication. 

Disruptive innovation 
Entry from low-end or new-market 

footholds that later move mainstream. 
Commonly stretched to mean any radical 

or successful innovation. 

Diagnose entrant trajectory and 

incumbent response without 

sloganizing. 

Technology roadmapping 
Alignment of needs, capabilities and 

technology options over time. 
Can become ritualized or falsely 

deterministic. 
Expose dependencies, alternatives, 

gates and timing assumptions. 

 

20.13 Innovation Strategy and the Exploration-Exploitation Portfolio 

Innovation strategy determines where an organization will search, what kinds of novelty it will fund, how experiments 
compete for resources and how learning becomes commercial or operational value. March's (1991) exploration-exploitation 
distinction remains foundational. Exploitation refines existing competencies, technologies and markets; exploration searches 
for new alternatives under greater uncertainty. Exploitation tends to produce nearer and more measurable returns, which can 
cause organizational selection processes to underfund exploration. Yet unconstrained exploration can consume resources 
without creating value. The portfolio problem is therefore not to choose one side but to create governance that preserves 
enough exploration while demanding progressive evidence. 

Portfolio categories should reflect strategic uncertainty. Core improvements may have known customers and architecture but 
uncertain execution. Adjacent initiatives may require new channels or capabilities. Transformational options may depend on 
technologies or markets that are not yet validated. The familiar 'three horizons' language can be useful, but it becomes 
dangerous when the organization assigns fixed percentages without regard to industry, cash position or strategic threat. A 
capital-constrained African SME should not imitate the R&D allocation of a global technology platform. Portfolio balance is 
context-dependent. What should be common is transparency about time horizon, uncertainty, strategic rationale, learning 
milestone and the conditions for additional commitment. 

Innovation accounting should avoid premature use of mature-business metrics. Early experiments can be assessed through 
validated learning, technical feasibility, user behavior and risk retirement; later stages require unit economics, scalability, 
quality and defensibility. This does not mean early innovation is exempt from economic discipline. It means uncertainty is 
represented rather than hidden. A large projected market multiplied by an arbitrary market-share assumption is not a 
forecast. A better portfolio records hypotheses and updates the probability of technical and commercial success as evidence 
accumulates. 

Table 20.11. Innovation portfolio logic. 

Portfolio zone Typical uncertainty Appropriate early evidence Escalating commitment rule 

Core renewal 
Known market and architecture; 

execution or cost uncertainty. 
Process data, customer pain, benchmark, pilot. 

Fund when benefit mechanism and 

implementation path are credible. 

Adjacent innovation 
Some new customer, channel, 

capability or business-model element. 
Discovery, prototype, partner evidence, unit 

economics. 
Stage capital as customer and 

capability assumptions are validated. 

Exploratory option 
High technical or market uncertainty; 

strategic learning may dominate near-

term return. 

Technical proof, problem evidence, roadmap, 

option value, red-team risks. 
Keep exposure bounded; increase only 

when uncertainty materially falls. 

Strategic infrastructure 
Shared capability enabling multiple 

initiatives. 
Dependency map, reuse demand, architecture 

fit, resilience benefits. 
Fund through portfolio-level benefits, 

not one project’s revenue alone. 

Mandatory/risk 
Compliance, cyber, resilience or end-of-

life requirement. 
Legal/risk obligation, exposure, alternatives, 

minimum viable control. 

Optimize cost and design while 

recognizing non-discretionary 

constraints. 
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20.14 R&D Portfolio Governance and Expected Commercial Value 

Research and development is an organized investment in uncertainty. Research seeks new knowledge or technical possibility; 
development turns knowledge toward a usable product, process or service. The boundary is often porous, especially in 
software and AI, but governance still benefits from distinguishing technical learning from commercialization. R&D intensity 
alone is not evidence of innovation effectiveness. Firms can spend heavily on projects that never reach users, while others 
innovate through design, process recombination, external technology or business-model change. R&D should therefore be 
governed as a portfolio of options whose technical, commercial and strategic uncertainties are progressively reduced. 

A simple expected commercial value framework can help compare projects without pretending that uncertainty is precise. Let 
pT be the probability of technical success, pC the conditional probability of commercial success if the technology works, V the 
present value of the commercial outcome if successful, and C the remaining expected investment. A simplified value is ECV = 
pT × pC × V - C. If pT = 0.6, pC = 0.5, V = RWF 2.0 billion and C = RWF 420 million, the expected commercial value is 0.6 × 0.5 × 
2,000 - 420 = RWF 180 million. This calculation is not a substitute for scenario valuation in Chapter 18. Its value is diagnostic: 
it exposes whether a project depends primarily on scientific feasibility, market adoption, scale economics or cost. 

Probability estimates should be ranges supported by evidence, not numbers invented to make a spreadsheet look rigorous. A 
project with low ECV can still be justified when it creates a strategically important capability, option or learning spillover, but 
that rationale should be explicit. Likewise, a positive ECV should not override moral, legal or safety constraints. R&D 
governance must also protect scientific integrity. Teams face strong incentives to reinterpret ambiguous results when 
continuation funding depends on success. Independent review, preregistered technical milestones where appropriate, 
reproducible testing and negative-result learning reduce the risk that a portfolio becomes a collection of optimistic narratives. 

PRACTICE TOOL | For each R&D project, maintain a one-page uncertainty register with: the technical hypothesis; commercial 

hypothesis; principal evidence; next falsifiable milestone; remaining cost; probability range; critical complementary asset; 

IP/appropriability plan; safety or ethical boundary; and explicit kill, pivot or scale trigger. Portfolio review should ask what was 

learned since the last gate, not simply whether the project is still busy. 

 

20.15 New-Product and Technology Development: Stage Gates, Agile Learning 

and Engineering Discipline 

New-product development converts opportunity and technology into a reliable offering. Traditional stage-gate systems create 
sequential reviews around concept, business case, development, validation and launch. Their strength is resource discipline 
and cross-functional challenge; their weakness is that excessive documentation can delay learning when uncertainty is high. 
Agile methods emphasize short cycles, working increments and rapid feedback; their strength is adaptability, while their 
weakness appears when teams interpret iteration as permission to neglect architecture, safety, regulatory evidence or long-
horizon integration. The false choice between 'stage-gate' and 'agile' disappears when governance separates decision gates 
from learning cadence. A team can iterate rapidly inside a stage while still facing a rigorous investment or safety gate before 
scaling. 

Technology-intensive development requires several kinds of validation. Desirability asks whether the intended user or 
customer values the outcome. Technical feasibility asks whether performance can be achieved under realistic conditions. 
Operability asks whether the organization can deploy, monitor and support it. Economic viability asks whether revenue, cost 
or public value can sustain the design. Legal and ethical legitimacy ask whether the use is permissible and responsible. Cyber 
and resilience validation ask what happens under failure and attack. These questions should converge before irreversible 
scale. A product can be technically impressive and commercially weak; commercially attractive and insecure; efficient and 
morally unacceptable. No single test substitutes for the rest. 

Digital products create a distinctive versioning problem because release is not the end of development. Continuous delivery 
allows rapid improvement, but it can expose users to frequent changes and create difficult rollback conditions. Feature flags, 
staged rollouts, canary releases and observability can reduce risk by limiting exposure. Yet the governing principle is broader: 
the organization should be able to know what version is running, which users are affected, what changed, how success is 
measured and how to reverse the change. This is especially important for AI systems whose behavior may depend on changing 
models, retrieval sources and prompts as well as conventional code. 

Software-intensive transformation increasingly depends on disciplined continuous integration and delivery, but speed should 
not be confused with control. DevOps joins development and operations around automation, observability and shared 
responsibility; DevSecOps makes security, dependency provenance and vulnerability handling part of the same lifecycle rather 
than a final approval step. For low-risk services, automated tests and staged releases can support frequent deployment. For 
safety-critical, financial, identity or rights-affecting systems, release cadence should remain subordinate to evidence gates, 
segregation of duties, rollback capability and traceable authorization. Software bills of materials, signed artifacts, controlled 
secrets, dependency scanning and reproducible build evidence can strengthen supply-chain accountability, but no artifact 
replaces competent engineering judgment or incident readiness (Pascoe et al., 2024). 
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20.16 Open Innovation, Partnerships and Innovation Ecosystems 

Open innovation challenges the assumption that valuable ideas must originate and be commercialized entirely within the same 
firm. Chesbrough (2003) popularized the distinction between closed and open innovation, while subsequent research has 
shown both benefits and limits. Laursen and Salter (2006), using U.K. manufacturing data, found an inverted-U relationship 
between the breadth and depth of external search and innovation performance. External knowledge can expand the 
opportunity set, but search and coordination costs rise, attention becomes fragmented and organizations can struggle to 
absorb what they find. Openness is therefore not a moral or strategic good in itself. The question is which knowledge should 
cross the boundary, under what governance and with what capacity to integrate it. 

Chapter 7 introduced absorptive capacity as part of organizational knowledge and therefore owns the full theory. The 
application here is straightforward: firms cannot outsource the capacity to understand every technology they buy. Even when 
R&D is collaborative, the enterprise needs enough internal expertise to evaluate claims, define interfaces, integrate 
components, protect safety and negotiate intellectual property. A government that outsources a critical digital platform 
without building architecture, procurement and data capability can become dependent on vendors for decisions that should 
remain accountable to public authority. A firm can face the same problem when a managed AI or cloud provider controls the 
technical facts needed to assess risk. 

Open innovation mechanisms include research partnerships, university collaboration, joint development, standards consortia, 
licensing, venture-client relationships, corporate venture investment, crowdsourcing and developer ecosystems. Each 
mechanism allocates control and learning differently. Joint development can accelerate capability but create foreground-IP 
disputes. Standards can enlarge markets but reduce proprietary differentiation. University partnerships can access frontier 
research but require publication and background-IP clarity. Corporate venture activity can create strategic options but easily 
becomes disconnected from operating units. Governance should therefore state what the enterprise seeks: knowledge, speed, 
market access, legitimacy, complementary assets or financial return. 

Table 20.12. Open-innovation mechanisms and boundary questions. 

Mechanism Primary benefit Boundary risk Key contract/governance issue 

University research 

partnership 
Scientific access, talent and exploratory 

knowledge. 
Different publication timelines and IP 

expectations. 

Background IP, publication review, 

confidentiality, data and commercialization 

rights. 

Joint development Shared cost and complementary 

capability. 
Foreground IP ambiguity and strategic 

divergence. 
Work packages, ownership, licensing, 

milestones, decision rights and exit. 

Technology licensing Faster access without full acquisition. Dependency, scope limits, royalties, weak 

transfer of tacit know-how. 
Field, territory, exclusivity, improvements, 

support and termination. 

Standards consortium Interoperability, market expansion and 

shared infrastructure. 
Reduced differentiation, strategic 

disclosure, governance capture. 
Voting, contribution rules, patent 

commitments and implementation rights. 

Developer/platform 

ecosystem 
External complements and 

experimentation. 
Quality, security, data misuse and 

complementor dependence. 
API terms, certification, revenue share, access, 

enforcement and appeals. 

Corporate venture/venture 

client 
Access to emerging technology and 

options. 
Innovation theater, conflicts, weak 

integration. 
Strategic learning objectives, procurement 

path, information barriers and governance. 

 

20.17 Technology Adoption, Diffusion, Commercialization, Entrepreneurship and Scaling 

Innovation is not complete when a technology works; it must be adopted and used in a way that creates value. Adoption occurs 
at several levels that should not be conflated. An individual may accept a tool while the organization fails to change its process. 
An enterprise may buy a platform that employees barely use. A product can achieve high trial but weak retention. A 
technology can diffuse across a market while creating little producer profit because competition erodes margins. 
Commercialization therefore links technical capability to adoption, repeat use, unit economics, distribution, support and 
appropriability. 

Rogers' diffusion-of-innovations framework describes how relative advantage, compatibility, complexity, trialability and 
observability influence adoption and how adoption spreads through social systems over time. The framework is influential 
because it treats diffusion as more than product superiority. Yet categories such as innovators and early adopters are 
descriptive tendencies, not fixed personality types. Davis's (1989) Technology Acceptance Model emphasizes perceived 
usefulness and ease of use, while Venkatesh et al.'s (2003) UTAUT integrates performance expectancy, effort expectancy, 
social influence and facilitating conditions with moderators. These models are useful diagnostics for user adoption but should 
not be mistaken for complete theories of organizational transformation, which also depends on incentives, workflow, 
authority, infrastructure and institutional context. 

The Bass model provides a compact quantitative representation of market diffusion. If N(t) is cumulative adopters at time t, m 
the market potential, p an innovation coefficient and q an imitation coefficient, the adoption rate can be represented as dN/dt 
= [p + qN(t)/m][m - N(t)]. The model captures external influence and social contagion, but its parameters are estimated from 
observed adoption and can fail under changing prices, supply constraints, multiple generations, regulation or strong network 
effects. The correct pedagogical use is to understand how adoption can accelerate and later saturate, not to turn a historical S-
curve into certainty about a new technology (Bass, 1969). 
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Scaling is a systems test. Technical performance must survive greater load; support and incident volume grow; rare exceptions 
become frequent in absolute terms; fraud and adversarial behavior become more attractive; vendor bills can change 
nonlinearly; and local adaptations emerge. In African markets, scaling often requires channel and interface diversity rather 
than a single 'digital-first' path. USSD, agent networks, cash-to-digital bridges, local languages and lower-cost devices can be 
strategic complements rather than signs of incomplete digitization. The design goal is not to maximize technological 
sophistication but to minimize the frictions that prevent intended users from accessing value safely and sustainably. 

Commercialization can also require an organizational boundary decision. A technology may be launched inside the incumbent 
firm, licensed to others, placed in a joint venture, developed with a venture client, or transferred into a spinout or independent 
startup when the technology, incentive system or market does not fit the parent organization. This is the technology-
management side of entrepreneurship rather than a repetition of founder-side venture building from Chapter 8 or investor-
side deal mechanics from Chapter 18. The decision should examine complementary assets, IP ownership, capital requirements, 
channel access, cannibalization, founder and employee incentives, governance rights, knowledge transfer and the cost of 
separating shared infrastructure. A spinout is not automatically more innovative, and internal development is not 
automatically safer. The appropriate boundary is the one that gives the technology a credible path to learning and scale while 
preserving accountability and legitimate value capture. 

Table 20.13. Adoption and diffusion theories: appropriate use and limits. 

Perspective Unit of analysis Core mechanism Usefulness Limit 

Rogers diffusion 
Individual/social system 

over time. 

Perceived innovation attributes, 

communication channels and social 

diffusion. 

Diagnosing adoption barriers and 

sequencing engagement. 

Can oversimplify 

institutional power, 

supply constraints and 

platform dynamics. 

TAM Individual user. 
Perceived usefulness and perceived ease 

of use. 
Interface and user-acceptance 

diagnosis. 

Intention/use does not 

prove organizational 

value or ethical 

legitimacy. 

UTAUT 
Individual use in 

organizational/social 

context. 

Performance/effort expectancy, social 

influence, facilitating conditions. 
Structured adoption assessment and 

intervention design. 

Construct relationships 

vary across settings; still 

not a transformation 

theory. 

Bass diffusion Market aggregate. External influence plus imitation among 

adopters. 
Forecasting intuition and adoption-

curve analysis. 

Parameter instability, 

generations, 

price/supply effects and 

structural breaks. 

TOE-style organizational 

adoption Organization. Technology, organization and 

environment conditions. 
Explaining firm-level adoption 

heterogeneity. 

Broad categories can 

become descriptive 

checklists without causal 

evidence. 

 

20.18 Intellectual Property, Appropriability, Licensing and Technology 

Transfer 

Innovation creates value only when the innovator or its partners can capture enough of that value to justify continued 
investment. Intellectual property is one part of this appropriability problem, not the whole of it. Teece (1986) showed that 
returns from innovation depend on the appropriability regime and on complementary assets such as manufacturing, 
distribution, service, brand, data, integration capability and standards position. A technically superior invention can generate 
limited profit for its inventor if imitation is easy and scarce complementary assets are controlled by others. Conversely, a firm 
with modest formal IP can capture substantial value through lead time, scale, customer relationships and operational 
capability. 

Patents grant time-limited exclusion over qualifying inventions in exchange for disclosure, but patenting is costly, 
jurisdictional and strategically selective. Cohen et al. (2000), surveying U.S. manufacturing R&D laboratories, found that firms 
commonly relied on mechanisms such as secrecy, lead time and complementary capabilities as well as patents, and that 
patents were not the most emphasized mechanism in many industries. Hall and Harhoff's (2012) review likewise shows that 
the economics of patents involve incentives, disclosure, valuation and system design rather than a simple equation between 
more patents and more innovation. Patent counts should therefore be interpreted as indicators of inventive activity, not direct 
measures of commercial or social value. 

The current generative-AI patent wave illustrates the distinction. WIPO reported that published GenAI patent families rose 
from roughly 14,000 in 2023 to more than 37,800 in 2025, with more patent families published in 2024 and 2025 combined 
than during the previous decade. That acceleration documents intense inventive and strategic patenting activity, but it does 
not establish which claims will be valid, commercially important or socially beneficial. Firms should ask what is actually 
defensible, whether freedom to operate exists, how quickly technology will change, and whether disclosure through patenting 
is preferable to secrecy or rapid execution (World Intellectual Property Organization [WIPO], 2026a). 
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Copyright, trademarks, trade secrets, database rights where applicable, contracts and technical controls protect different 
assets. Copyright can protect software expression and original content but not ideas as such. Trade secrets can protect 
valuable confidential information while secrecy is maintained, but they provide no exclusion against independent discovery 
and can be lost through poor controls. Trademarks protect source identifiers and can be important in digital markets where 
trust and authenticity matter. Contracts allocate confidentiality, ownership, license scope, data rights and improvement rights 
among parties. Open-source licenses add another layer: they can accelerate innovation and interoperability while imposing 
obligations that must be understood before code is incorporated into proprietary products. 

20.18.1 Licensing and technology transfer 

Licensing separates ownership from permission to use. The commercial terms may specify territory, field of use, exclusivity, 
sublicensing, royalties, minimum performance, improvements, audit and termination. An exclusive license can support 
investment by reducing rivalry but may also suppress diffusion if the licensee lacks capability. Non-exclusive licensing can 
expand adoption and standards participation while reducing per-license scarcity. Technology transfer goes further than a legal 
license because effective use often requires tacit know-how, training, documentation, equipment, quality systems and local 
adaptation. A contract that transfers nominal IP without the capability to use it can create dependency rather than 
development. 

Cross-border technology transfer also raises sovereignty and development questions. Firms and governments may seek local 
capability, research collaboration or knowledge spillovers, while technology owners legitimately seek protection from 
uncompensated appropriation. Chapter 19 owns treaty doctrine, export controls and geoeconomic coercion. The Chapter 20 
question is how an enterprise should structure a responsible appropriation and transfer strategy within those rules. A 
sustainable arrangement identifies which knowledge can be shared, which must remain controlled, how local partners gain 
meaningful capability, what security restrictions are proportionate and how the relationship can evolve without making either 
party permanently captive. 

Table 20.14. Appropriability instruments and strategic fit. 

Instrument Protects / enables Strength Limitation or risk Best used with 

Patent 
Qualifying invention and 

exclusion right. 

Can block imitation and 

support 

licensing/negotiation. 

Cost, disclosure, territorial scope, 

validity uncertainty, rapid 

obsolescence. 

Complementary assets, portfolio 

strategy, freedom-to-operate 

analysis. 

Trade secret 
Confidential know-how, 

algorithms, processes, data or 

methods. 

Potentially indefinite while 

secrecy is preserved. 
No protection against independent 

discovery; control burden. 
Access controls, contracts, culture, 

cybersecurity. 

Copyright 
Original expression, including 

software code and content 

within applicable law. 

Arises without patent 

examination in many systems. 
Does not protect underlying idea or 

functionality as such. 
Licensing, provenance, contributor 

management. 

Trademark 
Brand names, marks and 

source identifiers. 
Supports trust and reduces 

confusion. 
Requires use/maintenance and can 

become generic or diluted. 
Quality control, platform 

enforcement, brand governance. 

Contract/license 
Permissions, confidentiality, 

data, improvements and 

commercial terms. 

Customizable and central to 

collaboration. 
Binds parties, not the world; weak 

drafting creates ambiguity. 
IP portfolio, audits, dispute/exit 

mechanisms. 

Lead time & 

complementary 

assets 

Market position, distribution, 

service, integration, scale. 
Can capture value even where 

formal IP is weak. 
Advantage erodes if capabilities are 

imitated or bottleneck assets shift. 

Speed, learning, customer 

relationships and operational 

excellence. 

Open 

standards/open 

source 

Interoperability, adoption and 

shared innovation. 
Can expand ecosystems and 

reduce duplication. 
Value capture may migrate; license 

compatibility and governance matter. 
Services, complements, proprietary 

layers or brand trust. 

 

20.19 Cybersecurity and Digital Resilience: Transformation Cannot Outrun 

Trust 

Every digital transformation expands or changes the attack surface. More identities, APIs, cloud services, vendors, remote 
users, connected devices and AI agents create more paths through which legitimate capability can be abused. Cybersecurity is 
therefore not a late-stage technical control but a design constraint on transformation. NIST's Cybersecurity Framework 2.0 
organizes cybersecurity outcomes around Govern, Identify, Protect, Detect, Respond and Recover, adding stronger emphasis 
on governance and supply-chain risk. The framework is voluntary and outcome-oriented; it does not prescribe one control set. 
Its managerial value is to make cybersecurity part of enterprise risk and decision rights rather than an isolated IT function 
(Pascoe et al., 2024). 

Risk reasoning begins with assets and business consequences. A vulnerability in a rarely used test system is not equivalent to a 
vulnerability in a payment platform or identity provider. Security priorities should consider exposure, exploitability, impact, 
substitutability and recovery. A simple annualized-loss model can structure discussion: expected annual cyber loss ≈ event 
probability × impact, adjusted where multiple scenarios or control effectiveness matter. If a critical outage has a 10% annual 
probability and an estimated RWF 800 million impact, the rough expected loss is RWF 80 million. A proposed control costing 
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RWF 20 million annually that credibly halves the probability may appear economically attractive. The numbers are uncertain, 
but making assumptions explicit is superior to treating every security request as either priceless or merely a cost center. 

Digital resilience extends beyond prevention. Systems fail through attacks, software defects, operator mistakes, third-party 
outages, power interruptions and physical events. Resilience asks whether essential value can continue or recover. Recovery 
time objective describes how quickly a service should be restored; recovery point objective describes how much data loss is 
tolerable. These targets should be derived from business impact rather than copied from templates. An essential public-service 
platform may need offline or alternate channels even when technical availability is high because people cannot postpone every 
transaction. Resilience also requires tested backups, dependency mapping, incident communication, supplier escalation and 
decision authority during crisis. 

AI introduces additional security concerns because models can be manipulated through prompts, poisoned data, compromised 
plugins or tool permissions. Generative systems can also accelerate phishing, impersonation or vulnerability research. The 
correct response is not to treat AI as uniquely uncontrollable or to assume conventional controls are sufficient. Identity, least 
privilege, secure software supply chains, input/output handling, secrets management, monitoring and human authorization 
must be adapted to probabilistic systems and agentic workflows. A model should not receive transaction permissions simply 
because it can describe the transaction correctly. 

Table 20.15. Cybersecurity and resilience questions across transformation stages. 

Stage Security/resilience question Evidence 

Design What assets, identities, data and dependencies will be exposed? Threat model, data-flow diagram, dependency and privilege map. 

Build/buy How are components produced, updated and supported? Secure-development evidence, vulnerability process, SBOM/provenance 

where appropriate, vendor assurance. 

Deploy Who can access what, from where and with which privileges? Identity controls, least privilege, secrets management, segmentation, 

logging. 

Operate Can abnormal behavior be detected and investigated? Telemetry, alert ownership, detection coverage, incident drills and 

response playbooks. 

Recover Can essential value continue or return within required time? Backups, alternate channels, tested RTO/RPO, restoration evidence. 

Retire Can access, data, credentials and dependencies be removed? Decommission checklist, key revocation, archive/deletion and partner 

notification. 

 

20.20 Change Leadership, Skills and the Dignity of Work in Digital 

Transformation 

Technology projects fail socially when the organization treats people as endpoints to be 'managed' rather than participants 
whose knowledge is necessary for redesign. Chapters 6 and 7 already developed leadership, motivation, change, talent and 
knowledge management. Their application here begins with role clarity. Transformation changes decision rights, information 
visibility and the distribution of expertise. A frontline employee may lose discretion when rules are encoded centrally; a data 
team may gain influence over operational decisions; a vendor may acquire knowledge that previously sat inside the firm. 
Change leadership must therefore explain not only how to use a tool but what authority has changed and why. 

Skills programs should be built around workflows and accountability. Generic AI literacy is useful, but a procurement officer, 
software engineer, customer-service agent and board director need different competencies. Users need to know when a tool is 
appropriate, how to verify outputs and how to escalate failure. Specialists need architecture, security and model-governance 
capability. Managers need to understand evidence, economics, vendor claims and the limits of automation. Boards need 
enough technical fluency to challenge risk and investment without attempting to manage architecture. Training completion is 
therefore a weak metric unless it is connected to demonstrated competence and safe performance. 

The distribution of productivity gains is a moral and strategic issue. Automation can remove tedious work, improve safety and 
broaden access, but it can also intensify pace, de-skill roles, enable pervasive surveillance or shift bargaining power. 
Organizations should distinguish a role from a person and a task from a vocation. If technology makes some tasks unnecessary, 
responsible redesign asks what new work is genuinely useful, what transition support is proportionate, whether employees 
have voice in implementation, and how the enterprise will avoid using opaque metrics to impose unrealistic expectations. 
Dignity does not require preserving every task unchanged, but it does require treating workers as persons rather than 
disposable inputs. 

20.21 Africa’s Digital Transformation Context: Connectivity, Compute, Context 

and Competency 

Africa's technology landscape is neither a simple story of lag nor an inevitable leapfrog. It combines rapid mobile innovation, 
young firms, digital public infrastructure and entrepreneurial adaptation with persistent constraints in affordability, 
electricity, compute, device access, capital and specialized skills. ITU estimated that only 36% of Africa's population used the 
internet in 2025, even though mobile broadband coverage was far higher. GSMA's 2025 African report estimated 416 million 
mobile-internet users and a usage gap of 960 million people who lived within coverage but did not use mobile internet. These 
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measures have different definitions, but both show why coverage is not the same as meaningful participation (GSMA, 2025; 
ITU, 2025). 

The World Bank's Digital Progress and Trends Report 2025 frames AI readiness around four Cs: connectivity, compute, 
context and competency. The framework is particularly useful in African settings because importing a model through an API 
can hide the infrastructure on which reliable use depends. Connectivity includes electricity, networks and devices. Compute 
includes data centers, cloud and access to accelerators. Context includes locally relevant data, language, institutions and 
applications. Competency includes the human capability to adopt, adapt and innovate. Weakness in any one can shift a country 
or firm from creator to dependent consumer. The four Cs should not be read as a centrally planned development formula; they 
are a diagnostic for identifying which constraints prevent local value creation (World Bank, 2026). 

Innovation indicators likewise require disciplined interpretation. WIPO's Global Innovation Index 2025 ranked Rwanda 104th 
among 139 economies and first among the 11 low-income economies included, while noting that Rwanda had been an 
innovation overperformer relative to development level for 13 years. Rwanda's inputs ranked higher than its outputs, a 
pattern that suggests the importance of converting institutional and capability investments into measurable knowledge and 
creative outcomes. Composite rankings are sensitive to indicator availability and methodology, so year-to-year position should 
not be treated as a national performance score. Their better use is diagnostic: identify strengths, missing data and bottlenecks 
that deserve deeper evidence (WIPO, 2025a, 2025b). 

Digital sovereignty enters the discussion when essential digital capability depends on foreign cloud providers, app stores, 
payment rails, undersea cables, chip supply, standards, identity providers or proprietary AI models. Sovereignty should not be 
equated with technological autarky. Small and developing economies gain substantially from global standards, shared 
infrastructure and foreign investment. The serious question is which dependencies are acceptable, diversified and governed, 
and which create an intolerable single point of strategic failure. Subsidiarity offers a useful principle: decisions and capabilities 
should remain as close to affected communities and institutions as is consistent with effective coordination, while higher-scale 
infrastructure is used where genuine economies of scale justify it. 

Table 20.16. Selected evidence on Africa’s digital and innovation context. 

Indicator / source Current evidence Management or policy interpretation Caution 

Internet use, ITU 2025 Average internet use in Africa estimated 

at 36%. 
Digital services must account for large non-user 

populations and uneven quality/affordability. 

Regional average conceals wide 

country, gender, income and 

urban-rural differences. 

Mobile internet, GSMA 2025 416 million users; 28% penetration; 960 

million in the coverage usage gap. 
Coverage alone does not solve device, skill, 

affordability and relevance constraints. 

Industry association 

methodology and definitions 

should be checked when 

comparing sources. 

Mobile economic contribution, 

GSMA 2025 

Mobile technologies/services estimated 

at 7.7% of Africa GDP, US$220 billion in 

2024. 

Digital infrastructure is economically material 

across sectors. 

Economic-contribution 

estimates include modeled 

indirect effects and are not cash 

revenue. 

Rwanda GII 2025, WIPO 
Rank 104/139; first among included 

low-income economies; long-running 

overperformer. 

Institutional and innovation-system strengths can 

coexist with output bottlenecks. 

Composite rank has confidence 

intervals and changes with 

data/methodology. 

Global AI foundations, World Bank 

2026 

Connectivity, compute, context and 

competency highlighted as 

complementary foundations. 

AI strategy should diagnose foundational 

constraints before scaling use cases. 

Framework is diagnostic and 

policy-oriented, not evidence 

that every recommended 

intervention has equal returns. 

 

20.22 African Case: IremboGov as Platform Transformation, Inclusion and 

Institutional Capability 

The opening case can now be revisited with the chapter's full architecture. IremboGov's strategic significance is not that 
government forms were digitized. The platform became an interface between citizens, public institutions, payments, identity-
related information and service workflows. That required architectural standardization alongside local variation. A reusable 
platform can lower the marginal cost of adding services, but only if agencies agree on integration, data ownership, workflow 
responsibilities and service-level expectations. The platform must also handle exceptions that arise because legal and 
administrative reality is more complex than a web form. 

Inclusion shaped the technology strategy. Agent networks and channels suited to lower-connectivity contexts recognize that a 
fully self-service web model can exclude citizens with limited devices, skills or digital confidence. This creates an important 
design principle for African digital transformation: an assisted-digital channel may be a core component of mature 
transformation rather than a temporary compromise. The relevant metric is whether intended users can complete a legitimate 
service safely and affordably, not whether every interaction is 'purely digital.' Removing human assistance can raise apparent 
automation while reducing access or transferring hidden costs to vulnerable users. 

The IremboPay health rollout also shows how platform capability can be reused across institutional domains. Reuse creates 
economies of scope in payment integration, reconciliation and user experience, but it raises concentration and continuity 
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stakes. As more public services depend on common infrastructure, an outage or compromise becomes more consequential. 
Platform governance should therefore strengthen as criticality grows: independent security review, continuity planning, 
auditability, data segmentation, change control and clear incident communication become public-value requirements. The 
same logic applies to private ecosystems where one technology provider becomes infrastructural to many firms. 

Finally, Irembo demonstrates why local capability matters. A platform serving Rwandan administrative processes must 
encode local legal categories, language, payment practices, institutional roles and citizen journeys. Imported generic 
technology can provide components, but contextual knowledge determines whether they form a usable system. Local 
capability does not mean rejecting global technologies; it means retaining enough architectural, product and governance 
competence to adapt them, challenge vendors and preserve accountable control over essential service logic. 

AFRICAN CONTEXT | A useful African transformation test is not “Is the technology advanced?” but “Does the architecture reduce 

a locally important friction while remaining affordable, supportable, interoperable, resilient and accountable under the actual 

infrastructure and institutional conditions?” This prevents both deficit narratives and technology theater. 

 

20.23 Global Comparative Case: Adobe, Recurring Revenue and the AI-Era 

Renewal of a Digital Incumbent 

Adobe provides a contrasting global case because it is a mature technology incumbent whose transformation has unfolded 
through successive architectural and business-model changes. The company's shift toward subscription and cloud-delivered 
creative services altered revenue recognition, customer relationships, product delivery and release cadence. By fiscal 2025, 
Adobe reported Digital Media annualized recurring revenue of US$19.20 billion, up 11.5% year over year, and Digital Media 
revenue of US$17.65 billion. Digital Experience revenue was US$5.86 billion, while total net income was US$7.13 billion. These 
audited filing figures establish scale and financial performance, but they do not by themselves prove that any individual 
technology or AI feature caused the outcomes (Adobe Inc., 2026). 

The strategic challenge in 2025-2026 was no longer simply moving software to the cloud. Generative AI altered the production 
of images, video, documents, marketing assets and software-assisted workflows that sit close to Adobe's core. The company 
embedded Firefly and AI assistants across products while also emphasizing content provenance and commercially oriented 
training-data claims. From a technology-management perspective, the case shows several layers of renewal: new models must 
integrate with existing workflows; compute cost and latency become product economics; intellectual-property and creator 
trust affect adoption; and AI-generated content increases the importance of provenance. A firm can therefore be digitally 
mature and still face a new transformation cycle when the technological basis of customer value changes. 

Adobe also illustrates the appropriability problem. A large installed base, brand, file formats, creative workflows, enterprise 
relationships and ecosystem integrations are complementary assets that can matter as much as model performance. Frontier 
AI capabilities increasingly diffuse through multiple providers, and benchmark gaps can narrow. A durable position therefore 
depends on whether AI improves an integrated workflow that customers value, not on possessing a temporary model 
advantage. This insight generalizes beyond software: when core technologies commoditize, value may migrate toward data 
rights, distribution, integration, trust, domain knowledge or switching costs. 

The moral questions are material. Generative tools can support creativity and lower barriers to production, but they can also 
create uncertainty over training data, provenance, authorship, labor displacement and synthetic deception. A firm that has 
legal confidence in its model training still has to ask how creators, customers and the wider information environment are 
affected. Provenance technologies can improve disclosure but do not resolve every question about consent, compensation or 
manipulation. The case therefore demonstrates the chapter's central claim: technical capability, commercial performance, 
legal compliance and moral legitimacy overlap but are not identical. 

Table 20.17. Irembo and Adobe: two transformation contexts, one analytical discipline. 

Dimension IremboGov / IremboPay Adobe 

Primary value problem 
Access, speed, coordination and accountability in public-service 

transactions. 
Creative/productivity workflows, recurring digital services and 

AI-enabled content. 

Platform/ecosystem role Connects citizens, institutions, payments and service workflows. Connects creators, enterprises, assets, formats, workflows and 

partner integrations. 

Inclusion constraint Device, connectivity, skills, assisted access and public-service 

universality. 
Affordability, professional access, accessibility and global 

regulatory variation. 

Architecture risk Concentration of essential public-service dependencies and data. Cloud/service dependence, compute economics, product 

complexity and AI integration. 

Appropriability 
Local institutional integration, workflow knowledge, platform 

capability and trust. 
Brand, installed base, workflows, file formats, enterprise 

relationships, IP and AI integration. 

Moral pressure point Exclusion, privacy, public accountability, outage and digital 

coercion. 
Creator rights, provenance, synthetic content, labor effects, 

subscription power and data/IP legitimacy. 
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20.24 Regulation, Standards and Technology Governance Across Jurisdictions 

Technology governance sits inside a layered institutional environment. Laws create binding obligations; regulations and 
regulator decisions operationalize them; standards can become contractually or regulatorily relevant; voluntary frameworks 
provide practices; industry codes establish expectations; and platform terms can govern market access. Managers should not 
collapse these sources into one category called 'compliance.' A NIST framework is not law simply because it is widely 
respected. A national AI strategy can guide public investment without creating private rights. A platform's developer policy 
can be commercially binding without having democratic legitimacy. Technology leaders need a source-of-authority map 
comparable to the legal discipline developed in Chapter 19. 

Rwanda's framework includes the 2021 personal-data law and the 2023 National AI Policy. At continental level, the African 
Union's 2024 AI strategy encourages coordinated, responsible development. In global business, the EU AI Act demonstrates 
how a large market can shape product design beyond its borders. NIST CSF 2.0 and the NIST Generative AI Profile provide 
non-binding but influential risk-management structures. ISO 56002:2019 offers guidance for innovation-management systems 
and was under revision in 2026. None should be treated as an unquestionable global template. Firms should adopt useful 
controls because they fit risk and responsibility, while preserving room to challenge requirements that are ineffective, 
disproportionate or incompatible with legitimate local institutions. 

International standards can add organizational discipline where they are interpreted correctly. ISO/IEC 42001:2023 specifies 
requirements for establishing, implementing, maintaining and continually improving an artificial-intelligence management 
system. It can help an organization integrate AI governance with roles, objectives, risk processes, documentation and continual 
improvement. Yet management-system conformity is not evidence that a particular model is accurate, a particular use is fair, 
or a deployment is morally legitimate. The value of such a standard is institutional consistency and auditability; the 
organization must still validate each use case against its actual consequences, legal context and responsibilities to affected 
persons (International Organization for Standardization, 2023). 

The principle of proportionality is especially important for smaller firms and lower-resource environments. Governance that 
requires every startup to replicate the control architecture of a global bank can entrench incumbents and slow socially useful 
innovation. Conversely, invoking innovation to avoid basic security, privacy or product responsibility shifts risk onto users. 
Regulation and internal governance should therefore scale with consequence, data sensitivity, autonomy, reversibility, user 
vulnerability and systemic reach. Sandboxes and phased deployment can be legitimate tools when they create bounded 
learning rather than exemptions from accountability. 

Table 20.18. Selected technology-governance instruments and their proper interpretation. 

Instrument Status / scope Useful contribution Do not assume 

Rwanda Law No. 058/2021 Binding national personal-data and 

privacy law within its legal scope. 
Processing principles, rights and accountability 

requirements relevant to system design. 
That technical consent screens alone 

establish lawful or ethical data use. 

Rwanda National AI Policy 

2023 National policy roadmap. 
Links skills, compute, data, public/private 

adoption and ethical guidance. 

That policy aspiration proves 

implementation or creates one universal 

firm-level control set. 

AU Continental AI Strategy 

2024 
Continental strategy endorsed by AU 

institutions. 
Africa-centered cooperation and responsible-AI 

agenda. 

That continental harmonization should 

override subsidiarity or diverse national 

capacity. 

EU AI Act / Article 50 

obligations 
Binding EU regulation for covered 

actors and uses, with phased timelines. 
Risk-based obligations and 2026 transparency 

requirements for specified systems. 

That every AI use is regulated 

identically or that EU rules are universal 

moral authority. 

NIST AI RMF / GenAI Profile 
Voluntary U.S. risk-management 

guidance. Lifecycle risk vocabulary and practical controls. 
That following a framework proves a 

system safe or ethically legitimate. 

NIST CSF 2.0 Voluntary cybersecurity risk 

framework. 
Govern, Identify, Protect, Detect, Respond, 

Recover outcomes. 
That framework adoption eliminates the 

need for context-specific controls. 

ISO 56002:2019 International guidance standard for 

innovation management systems. 
Common management-system language for 

innovation capability. 

That certification-style process or 

standard use proves innovation 

performance. 

ISO/IEC 42001:2023 International AI management-system 

standard specifying organizational 

requirements. 

Provides auditable management-system 

discipline for AI governance, roles, objectives, 

risk and continual improvement. 

That certification or conformity proves 

a specific AI system safe, accurate, fair 

or morally legitimate. 

 

20.25 Faith, Ethics and Moral Reasoning: Technology Ordered to Human 

Flourishing 

Technology is an exercise of human dominion and creativity, but it is not morally self-authorizing. A Christian account begins 
with the person rather than the machine. Human beings bear God's image and are entrusted with responsible cultivation of 
creation (Genesis 1:26-28; Genesis 2:15). Technology can therefore be understood as part of humanity's cultural work: tools 
can heal, connect, calculate, protect, create and extend productive service. Yet the same capacities can magnify deception, 

https://www.biblegateway.com/passage/?search=Genesis%201%3A26-28&version=CSB
https://www.biblegateway.com/passage/?search=Genesis%202%3A15&version=CSB
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domination, exploitation and idolatrous confidence in human systems. The moral question is not whether technology is 
modern or powerful, but whether its design and use are ordered toward truth, love of neighbour, justice, stewardship and 
accountable freedom. 

20.25.1 Truth and epistemic responsibility 

Digital systems mediate what people know. Recommenders rank attention; dashboards define performance; AI generates 
plausible language; synthetic media can imitate evidence. Christian ethics places strong weight on truthful witness (Proverbs 
12:22; Ephesians 4:25). For technology professionals, truthfulness includes honest uncertainty, provenance, correction and 
refusal to design systems whose commercial mechanism depends on deception. A generative assistant should not be 
presented as authoritative when its outputs are probabilistic. A metric should not be selected because it flatters the program. 
A platform should not design interfaces that make consent or cancellation intentionally confusing. Technical sophistication 
does not reduce the duty to speak truthfully about what the system can and cannot do. 

20.25.2 Human dignity, agency and meaningful work 

The command to love one's neighbour as oneself (Matthew 22:37-39) rejects the treatment of users or workers as mere 
sources of data, attention or labor. Automation can be an act of service when it removes dangerous or degrading tasks, makes 
essential services accessible or enables workers to concentrate on skilled judgment. It becomes morally problematic when 
people are manipulated, constantly surveilled, denied meaningful appeal or treated as expendable because a model produces a 
cheaper score. Human agency does not mean that every decision must remain manual. It means that technological systems 
should preserve proportionate responsibility, voice and the ability to challenge consequential errors. 

20.25.3 Privacy, surveillance and the limits of informational power 

Scripture does not provide a modern data-protection statute, so claims about privacy law are empirical and legal rather than 
direct biblical commands. The moral principles are nevertheless relevant. Human dignity, neighbour-love, just dealing and 
restraint on power weigh against unnecessary intrusion. The fact that data can be collected cheaply does not establish a 
legitimate purpose for collection. Surveillance can improve security or quality in some settings, but continuous monitoring can 
also chill conscience, shift power and turn employment or citizenship into conditional visibility. Christian moral reasoning 
therefore asks whether monitoring is necessary, proportionate, transparent and bounded, and whether less intrusive means 
can achieve the legitimate objective. 

20.25.4 Stewardship, prudence and responsibility for foreseeable harm 

Technology leaders are stewards of capital, data, infrastructure and institutional trust. Luke 12:48 expresses a general 
principle of heightened responsibility where much is entrusted. In professional life, those with superior technical knowledge 
cannot reasonably disclaim responsibility when foreseeable harms are hidden from less informed users or directors. Prudence 
does not demand zero risk, which would stop beneficial innovation. It demands proportionate testing, competent judgment, 
contingency planning and willingness to stop when evidence shows unacceptable harm. Cybersecurity neglect is therefore not 
merely a technical mistake when leaders knowingly expose others to avoidable loss. 

20.25.5 Freedom, conscience and the danger of technological coercion 

Digital identity, payments, platforms and AI can become infrastructural enough that refusing a system imposes severe 
economic or civic costs. That concentration creates a moral duty of restraint. Efficiency arguments alone do not justify forcing 
every person into a single digital channel, scoring regime or surveillance architecture. Respect for conscience and responsible 
freedom favors alternatives where feasible, due process before exclusion, and subsidiarity in decisions that need not be 
centralized. The principle is not anti-technology. It recognizes that a system can be convenient for the majority yet coercive for 
those whose legitimate choices, beliefs or circumstances do not fit its assumptions. 

20.25.6 Engaging alternative ethical frameworks fairly 

Consequentialism directs attention to aggregate benefits and harms, which is indispensable when technologies affect millions 
of people, but aggregate welfare can conceal severe burdens imposed on minorities. Deontological and rights-based 
approaches protect duties, autonomy and limits that should not be traded away simply because a system is efficient. Justice 
perspectives ask how benefits, errors and access are distributed. Care ethics highlights relationships, dependency and 
vulnerability that standardized technology can overlook. Capability approaches ask whether people gain substantive freedom 
to do and be what they reasonably value. Virtue ethics asks what kind of professionals and institutions repeated technological 
choices are forming. Christian reasoning can learn from these analytical emphases while grounding human worth and moral 
obligation in a theological account of creation, neighbour-love, stewardship, justice and accountability before God. 

Table 20.19. Moral questions for technology decisions. 

Moral domain Professional question Technically attractive but morally suspect pattern 

Truth 
Can users and decision makers understand what the system knows, 

does and cannot guarantee? 
Anthropomorphic or certainty-laden claims that conceal probabilistic 

error. 

Dignity Does the design treat persons as ends with worth rather than merely 

as data, attention or output? 
Optimization that accepts humiliating, exploitative or dehumanizing 

treatment. 

Agency Can affected persons meaningfully choose, challenge or escalate 

where consequences are serious? 
Automatic exclusion with no accessible correction or human 

reconsideration. 

https://www.biblegateway.com/passage/?search=Proverbs%2012%3A22&version=CSB
https://www.biblegateway.com/passage/?search=Proverbs%2012%3A22&version=CSB
https://www.biblegateway.com/passage/?search=Ephesians%204%3A25&version=CSB
https://www.biblegateway.com/passage/?search=Matthew%2022%3A37-39&version=CSB
https://www.biblegateway.com/passage/?search=Luke%2012%3A48&version=CSB
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Moral domain Professional question Technically attractive but morally suspect pattern 

Privacy Is each data use necessary, proportionate and connected to a 

legitimate purpose? 
Collecting “because we can” and repurposing without meaningful 

governance. 

Justice 
Who receives benefits and who bears errors, transition costs or 

exclusion? 
Efficiency gains concentrated in the firm while vulnerable groups absorb 

avoidable harm. 

Work 
Does technology support meaningful contribution and fair 

transition? 
Calling work “augmented” while eliminating discretion and intensifying 

surveillance. 

Stewardship Are capital, energy, data, skills and trust used prudently? Innovation theater, uncontrolled technical debt or reckless cyber 

exposure. 

Conscience/freedom Does infrastructure create unnecessary coercive dependence? Single-channel systems that make legitimate refusal or alternative access 

impossible. 

Accountability Is a named person or body responsible for consequences? “The algorithm decided” used to diffuse responsibility among managers, 

vendors and users. 

 

FAITH AND VOCATION | Technology professionals exercise a form of entrusted power. Excellence therefore includes more than 

technical fluency: it includes refusing deceptive metrics, protecting those who cannot see the system’s risks, designing for 

correction, speaking when leadership misunderstands uncertainty, and accepting that some profitable capabilities should not be 

deployed. 

 

20.26 Professional Toolkit: The Technology Transformation and Innovation 

Stewardship Protocol 

The Technology Transformation and Innovation Stewardship (TTIS) Protocol converts the chapter into a repeatable 
professional decision process. It is designed for enterprise transformations, platform decisions, AI deployments, R&D 
investments, technology partnerships and IP commercialization. It does not replace specialist engineering, legal, finance, 
security or ethical review. Its purpose is to prevent a common failure pattern in which each specialist answers a narrow 
question while nobody owns the integrity of the whole decision. 

Table 20.20. Technology Transformation and Innovation Stewardship (TTIS) Protocol. 

Step Required discipline 

1. Define the value problem State the user, business or public problem; baseline; strategic relevance; and why action is necessary now. 

2. Test the mechanism Explain exactly how technology changes the outcome. Compare simpler non-technology alternatives. 

3. Map the system Identify process, people, data, architecture, partners, infrastructure, legal jurisdiction, IP and dependencies. 

4. Bound the decision 
Specify what the system may and may not do, level of autonomy, affected persons, irreversible actions and moral 

red lines. 

5. Build the evidence case 
Set technical, adoption, economic, security, resilience and user thresholds before scale. Separate vendor claims 

from independent evidence. 

6. Design governance 
Name owners for benefits, architecture, data, cyber, AI/model behavior, vendor performance, legal compliance, 

incidents and appeals. 

7. Evaluate economics and options 
Estimate total cost, operating value, option value, dependency, switching and retirement cost. Stage commitment 

under uncertainty. 

8. Protect truth, dignity and agency 
Assess privacy, surveillance, exclusion, manipulation, work redesign, accessibility, conscience and distribution of 

error. 

9. Pilot under realistic conditions Use real workflows, representative users, realistic exceptions and adversarial/failure testing. Preserve rollback. 

10. Scale conditionally 
Increase exposure only when evidence meets thresholds and operating capability can support volume, support 

and recovery. 

11. Monitor and contest 
Track drift, incidents, adoption, benefits, subgroup outcomes, complaints and overrides. Provide correction and 

escalation where consequence warrants. 

12. Renew or retire 
Reassess technical debt, vendor and model status, threat environment, regulation, value and moral legitimacy. 

Decommission deliberately when the case no longer holds. 

 

The protocol is intentionally cyclical. A successful pilot can reveal new privacy or infrastructure costs; a regulation can change 
deployment economics; a cyber incident can expose architectural dependence; a new technology can make an earlier build 
decision obsolete. Responsible transformation therefore requires institutionalized challenge. Project sponsors should not own 
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the only interpretation of success. Independent architecture, risk, security or ethics review should have sufficient authority to 
stop or constrain deployment where evidence fails, while governance should also prevent control functions from blocking low-
risk experimentation through indiscriminate bureaucracy. 

20.27 Common Misconceptions, Analytical Errors and Professional Pitfalls 

Table 20.21. Misconceptions and corrections. 

Misconception Correction 

Digital transformation means moving everything online. Transformation concerns value, operating model and capability. Some channels or processes may 

remain non-digital because they serve inclusion, resilience or human judgment. 

Cloud automatically lowers cost. Cloud changes cost structure and can improve elasticity, but unmanaged consumption, data egress 

and proprietary dependencies can raise total cost. 

More data always improves AI. Relevance, quality, rights, representativeness and architecture matter. Unnecessary data also 

increase privacy, security and governance burden. 

AI adoption proves AI value. 
Usage is an input. Task performance, workflow outcomes, economics, risk and durable behavior must 

be measured separately. 

Human-in-the-loop guarantees accountability. Review is meaningful only when the person has time, competence, information and authority to 

challenge the system. 

A platform becomes stronger whenever more users join. Network effects can be negative through congestion, fraud, low-quality complements or user multi-

homing. 

Disruptive innovation means any major technological change. Classic disruption has a specific low-end or new-market trajectory; architectural and radical 

innovations are different mechanisms. 

Patents are the best measure of innovation. Patents measure some inventive activity. Commercial value often depends on secrecy, lead time and 

complementary assets, and many innovations are not patented. 

Open innovation means sharing everything. 
Openness is selective. Effective collaboration requires internal absorptive capability, boundary 

governance and an appropriation plan. 

Cybersecurity can be added after the product works. Security and resilience depend on architecture, identity, data flow and recovery choices made during 

design. 

Global digital rules are either universally good or illegitimate 

foreign control. 
Rules should be evaluated instrument by instrument for authority, effectiveness, proportionality, 

subsidiarity and consequences. 

Automation is neutral if it is efficient. Efficiency does not answer questions of dignity, privacy, work, justice, agency or responsibility for 

foreseeable harm. 

 

20.28 Chapter Synthesis and Transition to Chapter 21 

Chapter 20 has treated digital transformation and technology innovation as one integrated managerial problem while 
preserving their conceptual difference. Digital transformation concerns significant change in enterprise value creation, 
delivery and capture enabled by digital technology; technology innovation concerns the creation, adoption and 
commercialization of new or significantly improved technological capabilities. Both require strategy, architecture, evidence, 
human capability and governance. Neither can be reduced to technology procurement. 

The chapter's central analytical discipline is systems thinking with explicit boundaries. Platforms create value through 
governed interactions and network effects, not through scale alone. Data create value only when meaning, quality, permissions 
and action are connected. AI creates task-specific capability that can augment work inside a technological frontier and fail 
outside it. R&D creates options whose uncertainty must be progressively reduced. Intellectual property protects some sources 
of value, but complementary assets and execution determine appropriation. Cybersecurity and resilience protect the 
continuity of value. Adoption determines whether technical capability becomes used capability. Regulation constrains action, 
but compliance does not complete the moral analysis. 

Africa is central to this architecture because digital constraints and opportunities are unusually visible. High mobile coverage 
can coexist with large usage gaps. Innovation performance can exceed income-level expectations while local compute, skills 
and commercialization remain constrained. Digital public platforms such as Irembo can reduce important frictions when 
architecture, assisted access and institutional capability evolve together. The strategic goal is not imitation of technology 
centers elsewhere, nor technological self-sufficiency, but the capacity to choose, adapt, create, govern and commercialize 
technology in ways that preserve local agency and connect productively to global knowledge and markets. 

Christian moral reasoning places a final boundary around technological power. Innovation is a legitimate form of creative 
stewardship, but no efficiency gain turns persons into objects. Truth, dignity, agency, meaningful work, privacy, justice, 
conscience, prudent risk and accountability remain relevant precisely because technology scales action. The professional 
virtue required is neither fear of technology nor fascination with it, but wise stewardship: the ability to say yes when 
technology genuinely serves and no when capability outruns legitimacy. 
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Transition to Chapter 21 

Part VI continues in Chapter 21, Stewardship, Sustainable Business and Responsible Trade: Climate, Circularity, ESG and 
Human Flourishing. The hand-off is deliberate. Chapter 20 has developed the technologies and innovation systems through 
which enterprises transform; Chapter 21 asks how enterprises should evaluate resource use, climate and environmental risk, 
circularity, responsible sourcing, sustainability measurement and contested ESG frameworks. Digital tools, AI, traceability and 
innovation will reappear there only as enabling technologies. Their technical governance remains here. The reader should 
enter Chapter 21 able to distinguish a technology solution from the environmental, social and moral objective it is claimed to 
serve. 

Key Terms 

Table 20.22. Key terms. 

Term Working definition 

Appropriability The conditions and mechanisms through which an innovator captures enough value from innovation, including IP, secrecy, lead 

time and complementary assets. 

API Application programming interface: a defined interface through which software components exchange functions or data. 

Artificial intelligence Machine-based systems that infer from inputs to generate predictions, content, recommendations, decisions or actions for 

defined objectives. 

Bass diffusion model A model of initial adoption combining external influence and imitation effects. 

Cloud computing On-demand access to shared computing resources and services through provider-managed infrastructure and platforms. 

Complementary assets Capabilities such as manufacturing, distribution, data, service, brand or standards position needed to commercialize an 

innovation. 

Cross-side network effect A change in value to one participant group caused by participation on another side of a platform. 

Data governance Assignment of decision rights and controls over data meaning, ownership, quality, access, use, sharing, retention and 

accountability. 

Digital innovation Implementation of a new or significantly improved product, service, process or business-model arrangement whose novelty 

materially depends on digital technologies and their recombination. 

Digital operating model The arrangement of roles, decision rights, funding, product and platform teams, architecture, data, controls and governance 

through which digital capabilities are built, operated and renewed. 

Digital transformation Significant organizational change in value creation, delivery or capture enabled by digital technologies and requiring 

complementary structural and capability change. 

Digitalization Use of digital technologies to improve or reconfigure an existing process or activity. 

Digitization Conversion of analog or non-machine-readable information into digital form. 

Disruptive innovation A specific innovation trajectory beginning in overlooked low-end or new-market footholds and moving toward mainstream 

competition. 

Exploration Search, experimentation and learning directed toward new alternatives under relatively high uncertainty. 

Exploitation Refinement, extension and efficient use of existing knowledge, capabilities and technologies. 

Generative AI AI systems designed to generate new content such as text, images, audio, video or code. 

Innovation 
A new or improved product or process that differs significantly from prior practice and has been made available or brought into 

use. 

Intellectual property Legally recognized rights and protections concerning inventions, expression, marks and confidential knowledge, among other 

subject matter defined by law. 

Network effect A change in a user's value from a product or platform as participation changes. 

Open innovation Purposeful use of external and internal knowledge flows and commercialization paths across organizational boundaries. 

Platform 
A governed technological and organizational foundation that enables interactions among participant groups and/or 

complementary innovation. 

Recovery point objective The maximum tolerable amount of data loss measured in time for a system after disruption. 

Recovery time objective The target time within which a disrupted service should be restored. 

Technical debt 
Future cost and constraint created by expedient technical decisions that make later change, maintenance or control more 

difficult. 

Technology roadmapping A structured method for aligning market or mission needs, capabilities, products and technology options across time. 
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Term Working definition 

Technology transfer Movement of technological knowledge and capability between organizations or jurisdictions through licensing, training, 

collaboration or other mechanisms. 

Technology S-curve 
A heuristic describing changing performance improvement as effort or experience accumulates, often from slow emergence 

through rapid improvement toward maturity. 

TTIS Protocol 
The Technology Transformation and Innovation Stewardship Protocol developed in this chapter for integrated value, evidence, 

governance, risk and moral judgment. 

Technology forecasting Structured analysis of possible technological trajectories using quantitative and qualitative evidence, explicitly bounded by 

assumptions, uncertainty and revision triggers. 

 

Concept-Check Questions 

1. Distinguish digitization, digitalization, digital innovation, digital transformation and technology innovation using one 

enterprise example. 

2. Why can a digitally mature front end coexist with an untransformed operating model? 

3. What is a cross-side network effect, and why can a platform rationally subsidize one participant group? 

4. Why is AI adoption different from AI value realization? 

5. What evidence would you require before allowing an AI system to execute transactions rather than merely recommend them? 

6. How does an S-curve help technology strategy, and why is it not a deterministic forecast? 

7. Why should technology forecasting combine multiple evidence streams, and what is the difference between technical 

readiness and commercial readiness? 

8. Why can architectural innovation threaten firms with strong component knowledge? 

9. Explain the exploration-exploitation trade-off in an R&D portfolio. 

10. Why can a patent be commercially weak even when legally valid? 

11. What is the difference between cybersecurity and digital resilience? 

12. Why does a coverage gap differ from a usage gap in African connectivity analysis? 

13. What does contestability mean in a consequential automated decision? 

14. How does the TTIS Protocol prevent technology procurement from becoming the transformation strategy? 

Higher-Order Analytical and Critical-Thinking Questions 

1. An African bank can automate 85% of customer-document review with an AI service hosted outside the region. Build a decision 

argument that weighs cost, accuracy, resilience, data governance, vendor dependence, local capability and customer redress. 

2. Platform scale can increase both value and private rulemaking power. Under what conditions should a platform voluntarily make 

ranking, access or appeal rules more transparent even if law does not require it? 

3. Compare Rogers, TAM/UTAUT and Bass diffusion reasoning for the launch of a mobile agricultural advisory service. Which 

questions can each answer, and which can none answer? 

4. A government wants all public services to be digital-only within three years. Critically evaluate the proposal using efficiency, 

inclusion, resilience, subsidiarity and freedom-of-conscience reasoning. 

5. When might open-source software increase strategic sovereignty, and when might it merely shift dependence from a commercial 

vendor to an under-resourced community or hidden supply chain? 

6. How should an incumbent decide whether an apparently threatening AI product is a disruptive innovation, an architectural 

innovation, a sustaining improvement or simply a temporary novelty? Explain why the classification matters. 

7. If generative-AI patent families are rising rapidly, what can and cannot be inferred about innovation, competition and national 

technological leadership? 

8. Critically evaluate the claim that responsible AI should be defined by compliance with the most demanding global regulation. 

Consider sovereignty, proportionality, local institutions and universal moral duties. 

Applied Case/Problem: Umurava Trade Services Digital Platform 

Umurava Trade Services is a fictional East African B2B distributor serving pharmacies and small retailers in Rwanda, Uganda 
and Tanzania. Orders currently arrive through sales representatives, WhatsApp, email and telephone. Inventory data are 
maintained in an ERP, but customer credit limits are managed in separate spreadsheets and delivery status comes from two 
logistics partners. Management proposes a three-year transformation: a self-service ordering portal, standardized APIs for 
partners, cloud migration, an AI assistant that recommends reorder quantities and drafts customer responses, and a supplier 
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marketplace through which third parties can list products. The business case assumes 45% of orders will move to self-service, 
order-processing cost will fall by 35%, stockouts will fall by 20% and supplier fees will create a new revenue stream. 

The technology team recommends using a single global cloud provider and a managed generative-AI service. The procurement 
team prefers a five-year enterprise agreement because the provider offers a 28% discount. The commercial director wants the 
marketplace opened quickly and proposes subsidizing buyers while charging suppliers an 8% take rate. The finance director 
has included the theoretical release of 18 clerical roles as cash savings, although no workforce plan has been approved. 
Customer master data contain duplicates; some credit-limit files have no clear owner; and the company has not tested 
restoration of its ERP backups in the past year. A board member argues that these are implementation details and that delay is 
more dangerous than imperfect execution. 

APPLIED TASK | Using the TTIS Protocol, prepare a board recommendation. Identify the transformation thesis; distinguish 

digitization, digitalization and transformation components; map the critical architecture and data dependencies; challenge the 

claimed savings; analyze platform network effects and take-rate logic; specify AI validation and permission boundaries; identify IP 

and vendor-lock-in issues; define security and resilience gates; propose adoption and benefits metrics; and state at least three 

conditions that should stop or delay scale. 

 

Ethical and Faith-Informed Dilemma: The “Productivity Lens” 

A professional-services firm deploys an AI work assistant that can summarize calls, draft documents, search internal 
knowledge and estimate whether employees are likely to miss deadlines. The first three capabilities are optional; the fourth 
uses message timing, calendar density, document-editing patterns and response latency to generate a hidden 'execution risk' 
score for managers. The firm argues that the score will allow earlier coaching and reduce project failure. Employees know that 
the assistant exists but are not told which behavioral signals produce the score. The vendor claims that the model is 
proprietary and refuses to disclose detailed logic. Local law does not clearly prohibit the practice, and an internal pilot shows a 
9% reduction in late deliverables. 

ETHICAL DILEMMA | Should the firm deploy the productivity-risk score? Develop a reasoned judgment that distinguishes the 

empirical claim of reduced lateness from the moral legitimacy of the surveillance mechanism. Address dignity, privacy, 

proportionality, consent, employment power, potential bias, contestability, managerial duty, trade-secret claims and less intrusive 

alternatives. Apply Christian principles and at least two alternative ethical frameworks. State what evidence or design changes 

could change your conclusion. 

 

Data/Evidence Exercise: Transformation Value, Adoption and Risk 

Table 20.23. Data for the evidence exercise. 

Variable Value 

Baseline annual transactions 240,000 

Baseline processing cost per transaction RWF 1,450 

Expected self-service share, year 1 35% 

Processing cost per self-service transaction RWF 620 

Annual cloud/API/support run cost RWF 42,000,000 

One-time implementation cost RWF 160,000,000 

Expected annual fraud loss before control RWF 70,000,000 

Estimated fraud-loss reduction after new controls 30% 

Probability of a critical annual outage before resilience work 12% 

Estimated impact of critical outage RWF 300,000,000 

Probability after resilience investment 5% 

Annual resilience-control cost RWF 12,000,000 

 

Calculate: (a) the annual processing-cost reduction if the year-1 self-service share is achieved; (b) expected annual fraud-loss 
reduction; (c) expected annual outage-loss reduction from resilience investment; and (d) the combined annual operating 
benefit after recurring cloud/support and resilience costs. Then recalculate (a) and (d) if self-service adoption reaches only 
20%. Do not discount the one-time implementation cost because Chapter 18 owns full capital appraisal; instead, explain what 
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additional cash-flow, time-horizon and risk information would be needed for an investment decision. Finally, identify at least 
five non-financial metrics required before concluding that the transformation is successful. 
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Annotated Further Reading 

Table 20.24. Annotated further reading. 

Source Why it is worth reading 

Vial (2019) 
The strongest single conceptual review for understanding digital transformation as organizational change 

rather than IT installation. Especially useful for tracing drivers, strategic responses, barriers and outcomes. 

Verhoef et al. (2021) 
A multidisciplinary bridge among digitization, digitalization and transformation, with useful attention to 

business models, organizational structures and performance metrics. 

Teece (1986) 
Foundational for understanding why inventions do not automatically create profits and why complementary 

assets, appropriability and licensing strategy matter. 

Rochet and Tirole (2003) 
Essential theoretical foundation for two-sided platform economics and the logic of balancing participation 

and pricing across sides. 

March (1991) 
A compact foundational treatment of exploration and exploitation that remains indispensable for 

innovation-portfolio design. 

Brynjolfsson et al. (2025) and Dell’Acqua et al. 

(2026) 
Two unusually valuable causal studies of generative AI in real or realistic knowledge work. Read together to 

understand both productivity gains and the jagged capability frontier. 

World Bank (2026) 
A current global-development perspective on AI foundations, especially useful for African analysis through 

connectivity, compute, context and competency. 

WIPO Global Innovation Index 2025 and 2026 

GenAI patent analysis 
Useful current evidence on innovation systems and patent activity, best read as diagnostic indicators rather 

than rankings or patent counts that speak for themselves. 

NIST CSF 2.0 and NIST AI 600-1 
Practical risk-governance resources. Their value is operational structure, not moral authority or a guarantee 

of safety. 

OECD/Eurostat Oslo Manual 2018 
The international reference for defining and measuring innovation, valuable for separating invention, 

innovation activity and implemented innovation. 

 


